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The increased pace of digitisation of processes, procedures and documents into electronic form creates new 
challenges that did not exist in the “old world” of paper-based documents. Sometimes this process is called "going 
paperless" or "going digital". Regardless of how one call it society experience the gradual disappearance of a paper-
based ecosystem with its generally worldwide excepted evidential qualities and legal ramifications. Electronic 
documents can neither be perceived nor read by themselves. Furthermore, in the basic form, they do not in 
themselves provide any information as to their integrity and authenticity as well as to the protection and 
preservation of legal claims of the issuer, or third parties, and/or the proof of regularity in electronic legal and 
business transactions. Rather, these properties must be established and permanently maintained by additional 
technical and organisational measures. Namely, those are software, middleware, and hardware but also 
regulations, technical standards and guidelines that collectively create a new digital environment and good 
practices that aim to create uniform and generally excepted ways of digitally creating, signing, transmitting, verify 
and storing digital documents whilst preserving their evidential value. In a new digital environment, ALL parties of 
contractual and legal relationships must meet certain data protection and security requirements, throughout 
changes of software, middleware, hardware, regulations, and technical standards.  

The transition from paper to digital formats is an ongoing process that happens globally due to much-enhanced 
trade, communications and ICT technologies. Although it may seem that we are already halfway through this 
epistemic shift, one also should bear in mind that digitisation happens based on diverse national legal systems, 
contractual and trade habits with different paces, stages of progress and strategic objectives. Yet, e-commerce 
already have become so common in daily life that most of the time we don't even realise  and one enters into 
e-contracts. Right from hiring a taxi to buying train /bus/airline tickets online, other innumerable transactions in our 
daily online lives are governed by contracts and increasingly more so by e-contracts. Take an example of ongoing 
discussions on usage of e-signature in e-contracts in view of Common vs Continental Laws. Those discrepancies 
are numerous throughout the digitisation of paper-based processes into electronic digital formats and may lead to 
different technical solutions and ecosystems. 

If depart from daily consumer activities into the realm of b2b cross-border trade, supply chain management and 
logistics one may see e-contracts as means to organise automated data interchange and processing. Here we can 
see an epistemic shift from human-to-human (human-readable) e-contracts to computer-to-computer (machine-
readable) e-contract with later likely to take even legal prevalence over the former. Each business process in 
international trade involves the exchange of relevant information in the form of trade-related documents among 
different stakeholders. Those processes are subject to automation and, therefore, operate with machine-readable 
formats of e-contract and other e-documents. Although, trade-related documents and data created in one 
jurisdiction are exchanged across borders. They should be utilised in other jurisdictions for now, it is only possible 
in an automated fashion if unified and mutually recognised standards of e-contracts e-signature e-seal and other 
technical means are used. The same applies to data sets, other trade-related documents that should be 
exchanged and utilised across borders among relevant stakeholders to serve their intended purpose.  

The UN/CEFACT, WCO, WTO and OECD, and tens of other regional organisations are involved in cross-border trade 
possess.  

Despite a great deal of progress and tens of billions of successful cross-border trade transactions, it is not 
universal guaranteed that legal validity of trade-related documents and data in the electronic form created in one 
jurisdiction and system would remain valid or readable in another jurisdiction and system. To make the exchange of 
trade-related documents and data in the electronic form valid, different jurisdictions should a) operate with unified 
trade-related data formats and standards b) have coherent views on validity, non-repudiation and therefore legal 
power of e-contracts /e-documents / data sets c) provide reciprocal recognition of the validity of such data and 
documents (including e-contracts) whenever they are exchanged across borders. 

 when if
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One may start from a definition of a regular contract and then adjust it to digital media. In the simplest definition,     
. Contracts cannot be found, to any significant degree, in noncommercial 

societies; therefore contract and contract law can be seen as the product of trade and business. In a trade based 
on barter, however, most transactions are self-enforcing as the transaction is completed on both sides 
simultaneously. Even when trade or exchange transactions do not take the form of barter, noncommercial societies 
continued to work with notions of property rather than of promise. The true meaning of contracts, however, is an 
and that implies the development of a market economy. From the historical perspective, the first contract appeared 
along with the first writing circa 3500 BC in Mesopotamia. Relevant to modern days, contractual relations can be 
traced back to Roman Law and to later developed Common Law. One should not be surprised that discrepancies 
and misreadings of nowadays e-contracts can be traced back to those historical concepts due to somewhat 
different views on the contract Law. Anatomically in both Roman and Common Laws, concepts of a contract 
requires the mutual assent of two or more parties, one of which makes an offer and another accepting it. If one of 
the parties fails to keep the promise, the other is entitled to legal redress. Within the Common Law tradition, there 
are few prominent definitions of a contract  one of which by Sir William Anson “contract is a legally binding 
agreement between two or more persons by which rights are acquired by one or more to acts or forbearance on the 
parts of others.”  

The law of contracts considers such questions as a) whether a contract exists (parties consent, non-repudiation, 
power to enter into the contract etc), b) what the meaning conditions and particulars of contractual agreements, 
c) whether a contract has been broken, and d) what compensation is due to the injured party. We are now ready to 
move to digital media and electronic contracts with this background in mind.  

In basic terms, .  

 

 

 

There was initially an apprehension among the legislatures worldwide to recognise new technology, but now many 
countries have enacted laws to recognise electronic contracts.  

a contract is a promise enforceable by law 

an electronic contract (e-contract) is a digital version of a regular contract

2

This report discusses the general concept of paperless at the level of e-contracts (machine-readable and human-
readable) and further at the level of electronic data interchange (EDI) with is predominantly machine-readable, and 
mutual recognition as applicable to cross-border e-contracts, whilst trying to reconcile sometimes contradictory 
viewpoints that for now co-exist. The practical part of the report focused on e-contracts involved in cross-border 
e-trade and e-commerce with the EU offering open-source middleware and software tools for e-signature and e-
seal validation. 

How do we define the term electronic or digital contract?

An electronic contract is a regular contract that is modelled, specified, executed and deployed 
in digital media by electronic means using software, middleware, and hardware systems. 

 
 

1.
2. https://www.lawteacher.net/free-law-essays/contract-law/different-persons-definition-of-contract-contract-law-essay.php

Sir Frederick Pollock 
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No legal system treats all agreements as the enforceable contracts. Some laws require documents to be in writing 
and signed. The validity of these documents depends on whether or not the requirement as to form or signature is 
satisfied. 

The Common (English) Law, for example, requires that all contracts meet the requirement of Ɛʇconsideration for 
their enforceability while most, if not all, legal systems recognise the doctrine of formalities for certain contracts. 
These formalities often relate to the notion of "writing", "document" or "signature". To combat fraud, most states 
have a law called the Statute of Frauds, which requires a contract to be signed and written. Where there is a 
requirement of writing, no writing means no contract. Contracts that are not in writing are called oral contracts.  

Generally, there are at least two justifications of formal requirements: for the purpose of evidence in the case of 
disputes and for reminder/caution. Oral contracts can be as binding as written contracts. But without a written 
record, it can be difficult to prove that the contract has been established and the terms of the agreement are 
fulfilled. Written contracts give the impression and trigger awareness that an agreement is being entered into, and 
perhaps, emphasis the importance of the agreement, encouraging the parties to be more cautious about the terms 
of their agreement. However, it would be impractical and burdensome to require that all contracts be in writing. The 
laws provide for which contracts must be in writing. In certain circumstances, the law may require that specific 
forms of the agreement must be observed. Although the e-commerce situation may not always make it easy to 
recognise online contractual elements, all these elements must exist to form valid contracts. Electronic offers and 
electronic acceptance must be communicated before they are considered effective  . Formation of any contract 
(including e-contract) involves three main components- offer, acceptance and consideration it also requires lawful 
objects, competency of later to contract under free consent. 

In a more formal b2b contractual relationship, formalities of the paper-based contractual process are transferred 
into electronic format, part of such process is provisions of invoice/e-invoice (e-invoicing in the EU is described 
elsewhere  ). In b2c online transactions, the offer, however, may be made not directly. The consumer browses the 
available goods and services displayed on the merchant's website and then choose what would like to purchase. 
The offer is not necessarily made by a marketplace/onlineshop displaying the items for sale at a particular price. 
This is an invitation to offer and hence, is revocable at any time up to the time of acceptance. The customer makes 
the offer on placing the products in the virtual 'basket' or 'shopping cart' for payment. The buyer/offeree 
perspective can be very different from the logic described above, especially if marketplace or online shop product 
and service has a price tag yet one still has to put the product into the virtual basket. 

The offer needs to be accepted. The business usually undertakes the acceptance after the offer has been made by 
the consumer concerning the invitation to offer. An offer is revocable at any time until the acceptance is made. 
Offers and acceptances can be exchanged entirely by e-mail, or can be combined with paper documents, faxes, 
telephonic discussions. The seller can offer goods or services, e.g. air tickets, software through his website. The 
customer places an order by completing and transmitting the order form provided on the website. The goods may 
be physically delivered later (material goods and offline services), or be immediately delivered electronically (digital 
services and products). Buyer/offeree may need to accept an online agreement by clicking on "I accept" while 
installing software or clicking on "I agree" while signing up for digital service.

1. Offer 

2. Acceptance 

4

3

e-contract legal bases

 
 

3.
4. https://peppol.eu/peppol-einvoicing-connecting-europe/ 

Electronic contracting in Europe 2008 by Maryke Silalahi Nuth. 
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3. Lawful Consideration 

Any contract to be enforceable by law must have lawful consideration, i.e. when both parties give and receive 
something in return. Therefore, if an auction site facilitates a contract between two parties where one person 
provides a counterfeit medicine as consideration for purchasing a pills dispenser, then such a contract is void. 
(lawful consideration is also applicable to new digital products or content in exchange for data - discussed further) 

A valid contract/e-contract presupposes a lawful object. Thus, a contract for selling/leasing/renting or otherwise 
offering products or services prohibited by the law is void. 

e-contracts by minors (under legal age) and persons of unsound mind are void. All the parties to the contract must 
be legally competent to enter into the contract. 

Consent is said to be free when there is an absence of coercion, misrepresentation, undue influence or fraud. In 
other words, there must not be any subversion of the will of any party to the contract to enter such contract. In e-
contracts, where there is no active real-time interaction between the contracting parties, e.g. between a website 
and the customer who buys through such a site, the click-through procedure ensures free and genuine consent.

4. Lawful Object 

5. Competency to Contract 

6. Free Consent 
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e-contracts for goods and services in the EU 

In the EU, no inclusive legislation exists that explicitly defines the term electronic/digital contract, therefore, one 
should treat such contracts as an ordinary contract but concluded by different means (wording - 

). The ALL discussed above stages and additional (the EU Law specific)  requirements 
should be followed with no special treatment expected. Let's, however, try to gather chronologically how such 
different means evolved.   

Arguably, 1997 Distance Selling Directive (Directive 97/7/EC)  points that statements made by a supplier when he 
puts forward his goods or services, including through a website, are treated as an invitation to treat - found in 
Article 7(2) on the protection of consumers in respect of distance contracts. With further 2000 Electronic 
Commerce Directive introduced a legal framework, that among other things, defined contracts concluded by 
electronic means in Article 9 (Treatment of contracts), Article10 (Information to be provided on the contract) and 
Article11 (Placing of the order). 

Article9 Treatment of contracts states:  

Member States shall ensure that their . The 
Member States shall, in particular, 

 on account of their having been made by electronic means.

contracts 
concluded by electronic means

legal system allows contracts to be concluded by electronic means
ensure that the legal requirements applicable to the contractual process 

neither create obstacles for the use of electronic contracts nor result in such contracts being deprived of legal 
effectiveness and validity 6

5

e-contracts can be broadly subdivided into the following types:

Types of e-contracts 

 

Under Articles10 and 11  will be considered concluded when the offerer has 
acknowledged the receipt of the offeree/recipient's acceptance. This formed basis of three steps needed for the 
conclusion of the contract:  

a contracts concluded by electronic means

An offer is made by the offerer (in sense of e-commerce it would be an online retailer ).  

By filling out a form and clicking “OK” to the offeree/buyer, the contract is accepted.  

An automatic e-mail sent by the service provider's system provides the acknowledgement and only when the 
recipient has been able to access such acknowledgement would the 

. 
contracts concluded by electronic means be 

considered concluded 

This was it on the e-contracts until eIDAS 910 Regulation that albeit not dealing with e-contracts directly had 
introduced new frameworks/tools to deal with signature, seal, non-repudiation and integrity of electronic records 
that underline and enable e-contracts. Further development and changes that have taken place within the last 5-7 
years are addressed by new Directive (EU) 2019/770, Directive (EU) 2019/771, Directive (EU) 2016/1148 (discussed 
further) and forthcoming Digital Service Act    and Digital Markets Acts   .

Click-wrap e-Contracts

Click-wrap agreements (also known as "click-through" or “click thru”    ) are 
formed, accepted and recognised as binding and the offeree knows the terms she/he assents to. Such agreements 
are mostly found as part of the installation process of software packages. 

 that  appears  while  the  buyer/

agreement signature or click wrap license

Click-wrap agreements allow "an offeree 
to manifest assent to the terms of a contract by clicking  on  an  acceptance  button 

https://www.adobe.com/devnet-docs/etk_deprecated/tools/DigSig/glossary.html 
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN 
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN 

https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A31997L0007   

l - 
-

5.
6. 
7. 
8.  
9.  

No longer in force, Date of end of validity
Article 9 Treatment of contracts / e-Commerce Directive 2000/31/EC. 
Proposa
Proposal 
Used by Adobe as Click thru signature

9

7 8

9

1.

1.

2.

3.



Placement of a link to the terms of use on a webpage,  to manifest acceptance by 
a user. Assent to the terms is shown by using the website or service after notice of the existence of the terms of 
use, in jurisdictions, as the US no other action is required. Browse-wrap e-contract agreements are generally not 
formed. Even though browsing on a website could indicate assent, the offeree must know that the act of browsing 
will be construed as acceptance Terms and conditions are presented on a "take it or leave it" basis, no bargaining 
between them the parties concerning the terms of the agreement. But the offeree is generally not made aware of 
the terms of the contract and thus cannot assent to what the offeree is not aware and thus cannot assent to what 
the offeree is not aware of. However, if the offeree is, in fact, aware of the terms of the contract and still knowingly 
acts browsing, a contract is formed and the offeree is bound. There are some doctrinal problems with an element of 
an offer one action of browsing on a website could indicate assent or recklessness by the offerors as well as 
offerees, leading to the conclusion that the action of clicking "I agree" does not really indicate the intent of the 
party who performs the act, to agree. There is no adequate answer to this problem presently  . In the EU Law 

 is NOT recognized by Directive on electronic commerce 2000/31 and may violate 
consumers rights (discussed further) therefore not enforceable.

 but requiring no affirmative action

browse-wrap e-contract

Browse-wrap e-Contracts

Shrink-wrap contracts are license agreements or other terms and conditions that the consumer can only read and 
accept after opening the product. The term describes the shrink-wrap plastic wrapping used to coat software 
boxes, though these contracts are not limited to the software industry. Shrink-wrap agreements are used when 
one purchase off-the-shelf software. The agreement is imprinted on the software box or other materials included 
inside the package. "The license begins when the purchaser reads its terms  and tears open the product wrapping 
or shrink-wrap that surrounds the package." Buyers/offerees are supposed to return the software package if not 
abide by the agreement. This type of agreement is becoming obsolete due to changes in how software products 
are distributed. In terms of the EU Law, it is covered by Directives Digital Content and Digital Services Directive (EU) 
2019/770 and Goods Directive (EU) 2019/771 with many new requirements especially on consumer protection and 
data handling.

Shrink-wrap e-Contracts

offeree obtains or installs the product." A buyer/offeree cannot  start  using  the  software  until  the accepted 
button is clicked through and, therefore e-contract terms and conditions are acknowledged.  Albeit click-wrap 
agreements require buyer action to begin usage the product but such  contract do not guarantee  buyer/user/
offeree cognisance of the agreement terms. The offeree can assent to the contract without even reading it to use 
the product. Buyer/offeree cannot negotiate and must, therefore, accept the terms as they are. Understandably, 
concern remains that click-wrap agreements may be accepted without users reading or understanding contract 
terms when manifesting assent. In terms of the EU Law is covered by Directive on electronic 
commerce 2000/31 and subject of additional requirements (discussed in detail) new Directives 2019/770, 2019/771 
via implementations in national laws also influence click-wrap agreements improving consume protection (in b2c 
online e-contracts).

click-wrap e-contract 

Smart and Digital e-Contracts
Term definitions of a “smart contract” and “digital contract” can be seen as yet unsettled. In principal, however both 
terms are referring somewhat similar concept of computer code automated legal agreement.  

 “A smart contract is an agreement whose execution is both automatable and enforceable. Automatable 
by computer, although some parts may require human input and control. Enforceable by either legal enforcement of 
rights and obligations or tamper-proof execution.”

Definition 1

https://arxiv.org/ftp/arxiv/papers/2104/2104.03764.pdf 
https://www.vdu.lt/cris/bitstream/20.500.12259/30761/1/2029-4239_2015_N_1_12.PG_51-88.pdf   

- 
10.
11. Languages for Smart and Computable Contracts 
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 "smart contracts" refer to computer programming arrangements involving code which, once initiated, 
will automatically execute a pre-determined action upon the satisfaction of pre-determined conditions. Such code 
may (or may not) form part of and/or automate the performance of a legal contract 

 "smart contracts a computerised protocol that executes the terms of a contract" 

Putting aside the important issue of smart contract definition let focus on functions and how they intend to work. It 
is envisaged that smart contracts can be used to automate the performance of commercial agreements /                                 

. Smart contracts development should be seen regardless of a technology platform and are not 
necessarily linked to DLT or blockchain technologies. In conventional or even digital trade smart contract remains 
rather as a theoretical possibility yet in the field of cryptocurrency there is some working prototypes   .  

In further considerations of smart contracts for cross-border trade and as the possible evolutionary direction of 
current e-contract we shall overview the core principals, technologies and languages of smart contracts, not 
pretending to be the experts on the subject.  

The writing of computer code to automate an agreement requires the anticipation of a range of possible events 
during the agreement's performance. It does not necessarily require all possible events to be anticipated, typically 
the code will contain a default action to perform if an unanticipated event were to occur. The ease with which a 
written agreement or e-contract can be converted into code depends on how the contract is written, particularly 
whether it is written using an uncontrolled natural language or a controlled natural language (CNL). The CNL usage 
enables the inclusion of structured data that in turn transforms text-based static documents to a digital (usually 
XML or JSON based see below) formats that facilitate new functionality for e-contracts and e-documents by 
enabling "open access" to and sharing of, contract data such as a) search and analysis of data within contracts; b) 
integration of contract data with external systems for automated reporting and operations; and c) the creation of 
"smart legal contracts" and integration with banking systems. Structured contract data is likely to improve 
technical interoperability as metadata from smart e-contracts can be easily extracted and converted to other data 
formats like JSON and XML. 

 

 

 

 

 

 

 

 

 

 

 

 

 

The consequence may be the appearance of new universal data formats (that may replace or build upon DOCX, ODT 
and PDF) for smart contracts facilitating near friction-less use of data. A major ecosystem benefit can be that the 
contract data comes along with the document and are not lost when latter is opened and edited by various editors 
and tools.

Definition 2

Definition 3

e-contracts

Figure 1 Smart / Digital  machine AND human  readable e-Contract

Source: A Structured Data Format for Digital Contracts in the UK 2021

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN 
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN 

https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A31997L0007   

- 
-

12.
13. 
14. 
15.  

No longer in force, Date of end of validity
Article 9 Treatment of contracts / e-Commerce Directive 2000/31/EC. 
Proposal 
Proposal 
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Blockchain is a subset of DLTs, using 'blocks' of 
information to keep track of data transactions in a 
distributed network of multiple nodes or computers.  
A transaction with party 1 is requested by party 2, 
such as transferring money or sharing records. This 
transaction is broadcasted to a distributed network 
of 'nodes' or computers which will validate it 
according to an agreed set of rules called the 
'consensus' mechanism. A new 'block' will be added 
to the blockchain when the transaction is validated. 
When a new block is added to the blockchain, it is 
timestamped, a pointer to the previous block in the 
chain is provided, and the transaction data is 
entered. After that, it is processed by the 
cryptographic technique of hashing, where a hash is 
calculated on the previous block's hash plus the new 
block's data contents. The result then becomes the 
hash of the new block. This process ensures that 
each block is linked to the previous one, thereby 
forming a chain of blocks (hence the name 
'blockchain'). The unique record that forms a 
blockchain is shared by each node or computer in 
the network and is constantly updated and 
synchronised. As a database or ledger, blockchain 
ultimately stores the records of all transactions 
executed across the network. Blockchain and other 
distributed ledger technologies (DLTs) can be used 
to program blockchain-based Smart Contracts 
(BSC).  

 

Distributed ledger technology (DLT) enables parties with no particular trust in each other to exchange any type of 
digital data on a peer-to-peer (P2P) basis with fewer or no third parties or intermediaries. In this way, it takes at 
least in part the place of traditional intermediaries or trusted third parties. Data exchanged could correspond to any 
transactions or assets that can be translated into digital form, including the sale of goods and services in e-
commerce. 

Blockchain provides a solution as it allows users to verify the code of BSC contracts that cannot be unilaterally 
changed or removed from the ledger. It limits unilateral actions and makes the operation of BSC immutable, which 
one may hope adds certainty and reinforces trust. The Ethereum blockchain    and Hyperledger    the most popular 
amongst BSC developers and users. The BSC contracts can be directly coded by its users or built using templates 
and no-code solutions provided by specialised companies. The number of BSC contracts in circulation is 
increasing. They are used to implement escrow systems, automate royalty payments, manage digital collectables, 
organise decentralised marketplaces, enable decentralised finance   , that help with prediction markets integrity, 
etc.  It should be noted that BSC contracts and related products are at least for now somewhat detached from daily 
e-commerce transactions and trade in goods and services and more focused on financial / insurance services (at 
least for now).

Blockchain and distributed ledger (DLT) based smart contracts  

Figure 2 Blockchain Smart Contract Layers 

Source: An Overview of Smart Contract: Architecture, 
Applications, and Future Trends Shuai-Hua Wang et. al 2018  
Corpus ID: 53029340  

https://op.europa.eu/en/publication-detail/-/publication/224da7da-1c18-11ec-b4fe-01aa75ed71a1/language-en/format-PDF/source-246091836 

https://ethereum.org/en/developers/docs/smart-contracts/  
https://www.hyperledger.org/ 

https://ieeexplore.ieee.org/document/8500488/ 16. 
17. 
18. 
19. 
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Human-readable

Data formats are designed to be either machine-readable (structured so computers can process it) or human-
readable (easy for humans to read and understand) So far the overwhelming majority of digital text data produced 
by humanity is created for humans and therefore can be seen as "unstructured data" meaning that the information 
contained within the document is neither organised nor modelled in a machine-readable manner. Therefore, human 
involvement is critical to make sense understanding semantics    ) of those data. Likewise, most of the e-contracts 
(e-document in formats such as: .TXT, .DOC, .DOCX, .RTF, .ODT, .PDF) are unstructured documentation of business 
activities (at least from a machine-readable point of view) that consists predominantly of formatted text with little 
if any metadata   . The matter gets even more complicated if/when e-contract is digitally signed with e-signature/e-
seal on an advanced level of e-signature or above. E-signature, as we shall discuss further, subjects text to 
cryptographic algorithms that ensure data integrity by creating additional metadata that in turn forms legal bases 
of agreement. Those e-signature and related hashing metadata even if presented in textual/command formats are 
no longer human-readable and yet its outcomes can be stored within files formats with recognisable extensions 
like; .ODT, .DOCX, .PDF, Which under closed look are containers (some zip e-archives) with collections of files 
including  markup  files  like  xml  (which are ambivert formats    ). One should also bear in mind that just because a 
data format is sometimes classified as “human-readable” it does not mean it is understandable. Yes, a trained 
person can read XML or JSON but it is not exactly understandable neither those ambivert formats are truly human-
readable.

Principals of e-contracts

In the context of conventional e-contracts which contain business-critical information (price, quality, goods/
services related information, rights and obligations of contractual parties etc), information is stored as text. It is not 
data in the same form as one would see data within a database (example of machine-readable SQL). Consequently, 
it cannot be effectively integrated with business systems and incapable of being used with the new data mining 
technologies. The ultimate goal, however, is to have e-contract text human AND machine-readable (discussed in 
Smart e-contracts section). There are new initiatives                to achieve this goal. 

Figure 3 Visual representation of machine vs human readable data 

Machine-readable data (SQLite) Human-readable data (PDF) Allegedly both (XML)

Source:blog post - Understanding XML: The Human’s Guide to Machine-Readable Data by Tiana Warner 

legalschema.org 
https://www.safe.com/blog/2016/07/understanding-xml-humans-guide-machine-readable-data/ 

 semantics here understood as a study of the meaning and reference of linguistic expressions 

 
 

20.
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23. 
24. 
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26. 

data about other data usually about structure and relationship 
Both machine and human-readable (XML, JSON, and GML) 
+ image of data formants comparison
Legal Schema UK
Hyperledger fabric 
Ricardian Contracts 
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We aim to achieve representation of data into a correct format (machine-readable or human-readable) without 
destroying the original value of data for computers while making those data not only readable but also editable for 
humans. The latter requires extension of FAIR data principles (listed below) to be FAIR     to Humans*    that is 
request for data (at least text associated ) to be expressed in either controlled natural language (CNL) or better 
plain natural language.  

The original FAIR principle states:  

The data is available and automatically discover-able  : FINDABLE

INTEROPERABLE

REUSABLE

:

:

: 

 The user (machine or human) can use the data  

 The data integrates into other data processing software or applications  

The extracted data can be reused or can be combined in different formats 

ACCESSIBLE

FAIR to Human Data Principle

Machine-readable

As already discussed data formats are designed to be either machine-readable (structured so computers can 
process it) or human-readable (easy for humans to understand) or at best both such are called ambivert formats    . 
Data in a machine-readable format can be automatically read and processed by a computer. Examples include CSV, 
JSON, XML (see formats section). Machine-readable data must be structured data that are subject to the data 
modelling (see modelling section). Whilst the e-contract subject of becoming machine-readable is likely to be a key 
resource, and a large part of the effort of creating and validating code will focus on conversion from the legal 
documentation to the code, it is not the only source of information about the agreement therefore researchers 
distinguish concepts of “contract stack”  “technological stack”    and “language stack”    The computer hardware 
does not, however, “understand” code written at any other than the lowest layer of the language stack, and 
considerable expertise in computer science is required to ensure effective validation of such low-level code. The 
conversion from human-readable code to executable code proceeds via multiple intermediate layers in the 
language stack, each with its own specialised language. Errors and misinterpretations can occur during the 
process of conversion down the layers of the language stack to the final bits that control the computer, and it is 
important to understand why and how these  errors and mis-interpretations can occur. In addition, source ofis a 
process of translation from natural language to programming language, which requires considerable expertise and 
experience in multiple domains such as computer science, law and the business sector.  

Therefore, resulted machine-readable e-contract ought to be a subject to verification and validation.  Here we use 
the term ‘verified’ to mean an internal process whereby computer code is checked for  technical correctness , 
whereas the term  ‘validation’ means an external process whereby previously verified code is checked for whether it 
is faithful to the contract.  

: The data presented in meaningful controlled natural language (CNL), readable and editable by 
humans majority of human-readable data for now does not adhere to original FAIR data principles as computer 
algorithms or analytics cannot process, identify, or analyse it. The human-readable data cannot be fed to any data 
management software, where the data is findable, accessible, interoperable, or reusable. But neither machine-
readable data can be easily presented to or at all read by humans    . Development in the field of Artificial Intelligence 
(AI), Internet of Things (IoT) and semantic web are likely to lead to the situation when machine-readable data 
prevail. Then without data presentation layer and context setting, there is a risk that the data will be generated by 
machines for machines and therefore becomes impossible / difficult to understand by humans. This is where 
important to be clear about what the data represents and make data ambivert therefore FAIR to Humans*.  

TO HUMAN

+ 

https://en.wikipedia.org/wiki/FAIR_data  

 27.
28. 
29. 
30. 
31. 
32. 

Both machine and human-readable (XML, JSON, and GML) 
Wrapped and stacked:'smart contracts' and the interaction of natural and formal language. ,  Allen,  (2018) 
Languages for Smart and Computable Contracts by  Clack (2021)  

*- FAIR to Humans is suggested in this study modification of FAIR principal  
Data formats are designed to be either machine-readable (structured so computers can process it) or human-readable (easy for humans to 

understand). Tiana Warner 
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Formats of digital contract

   

    

34 

.TXT

.CSV

.PDF

XML

JSON 

ASiC

The format of e-contract refers to an electronic data file type, how the file is represented on hardware and within 
the software. The format usually corresponds to the last part of the file name (‘extension’) 

the most common e-contract file type / extensions are: TXT, CSV, PDF, DOC (DOCX), RTF, (RTFD), ODT 
(OpenDocument from OpenOffice), HTML. The simplest data formats will not allow store e-signature e-seal  

 - file contains plain text without any special formatting, fonts or images. Most computer operating systems 
include multiple tools that can be used to generate such a file. 

 - 'Comma-separated values', a standard format for spreadsheet data. Data are machine-readable and 
represented in a plain text file, with each data row on a new line and commas separating the values on each row. It is 
easy to consume as a very simple format and is widely used for publishing open data.  

 - Portable Document Format, a file format for representing the layout and appearance of documents on a page 
independent of the layout software, computer operating system, others. Originally a proprietary format of Adobe 
Systems, PDF has been an open format since 2008. Data in PDF files is not machine-readable, yet it may contain/
encapsulate such files, therefore, one can make data in a PDF format, machine-readable by publishing it in CSV; 
however, then data will become less human-readable.  

 - eXtensible Markup Language (XML) is a set of rules for encoding documents in machine-readable form. As a 
subset of the family of markup languages, XML is not a programming language, but rather one that can be used to 
annotate natural language with tags to provide additional information relating to the presentation, structure and 
semantics of the text data. XML may act as a specification language, albeit in a limited way since its purpose is to 
annotate existing natural language expressions rather than to provide an alternative expression. While XML 
describes the content of a document, .PDF and or .DOCX describe rather its appearance, electronic business using 
eXtensible Markup Language, commonly known as e-business XML, or ebXML.  ebXML was an international initiative 
established by UN/CEFACT and OASIS in the late 90-s with a mandate to research and identify the technical basis 
upon which the global implementation of XML can be standardised. The goal of ebXML is to facilitate open trade 
between organisations regardless of size, by enabling XML to be used invariably to exchange electronic business 
data. 

The XML is applicable far beyond markup function and it used to form so-called XML-digital(electronic)-signatures 
(also called XMLDSig, XML-DSig, XML-Sig, XAdES) defines an XML syntax for digital signatures and is defined in the 
W3C recommendation XML Signature Syntax and Processing . Functionally, it has much in common with PKCS7
but is more extensible and geared towards signing XML documents. It is used by various Web technologies such as 
SOAP , SAML , and others. XML signatures can be used to sign data as a resource of any type, typically XML 
documents, but anything that is accessible via a URL can be signed. An XML signature used to sign a resource 
outside its containing XML document is called a detached signature; if it is used to sign some part of its containing 
document, it is called an enveloped signature; if it contains the signed data within itself it is called an enveloping 
signature. XML is therefore associated with one of the advanced signatures formats (others CMS and PDF), 
Associated signature and seal containers defined in EU Norms to fulfil the eIDAS EU 910 Regulation requirements 
on Trust services. 

- Another example of structured ambivert formats of data is the **JSON** (JavaScript Object Notation) it is 
predominantly used for formatting data stored on websites so that they can be exchanged between the server and 
the browser easily. JSON comes in especially handy when trying to sort or retrieve information from a website with 
an enormous amount of information. JSON is one of the formats database data can be stored in.  

 - Associated Signature Container is data container that holds a group of file objects and their associated 
digital signatures/and or time assertions using the ZIP format. When an electronic signature is created, it must be 
associated to the data that it is being used to secure. This is accomplished by creating a data set that will combine 
the signature with the signed data or by storing the detached signature in a separate resource and then using an 
external means to associate it back to the data. There is always the possibility that the signature will become 
separated from its applicable data, and when this happens, the association is lost.  

 

 https://www.w3.org/TR/xmldsig-core2/   33.
34. 
35. 
36. 

legacy Public Key Cryptography Standards Replaced by Cryptographic Message Syntax Standard CMS = RFC 5652. 

Secure Assertion Markup Language used in Web but also eIDAS Interoperability Framework (eIDAS-Proxy-Services).
Simple Object Access Protocol SOAP is a messaging protocol specification for exchanging structured information in the implementation of web services. 
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An e-mail has helped to solve some of the issues with paper-based communication and e-contracting, in fact for 
now, e-mails still can be seen as the most common form of online communication.  

It's also one of the most basic ways to transfer data; such an approach suffers from issues in e-commerce and even 
basic supply chains management. Both benefits and drawbacks can be traced to the fact that e-mails are an 
electronic substitute for conventional written human-to-human liaison,  which means: a) manual querying and 
inputs of e-mail information, b) information duplications c) data input process is subject to distraction and human 
error,  d) delays in checking and responding to e-mail if those are required semantic inputs, e) wrong people are 
informed and rights are not by human error,  f) e-mails may be lost or claimed to be not received by the party of e-
contract which meant multitude issues ranging from the message and its attachments integrity to non-
repudiation. The latter issue  is quite complex and can be split into proof of delivery (U-NRD), non-repudiation of 
origin (NRO), of receipt (NRR), of submission (NRS) those are also discussed in section e-delivery services, let's 
here just mention that those are addressed at national level in many countries with a range of technical 
implementations yet in the EU there are even ETSI standards for Registered Electronic Mail (REM) Services well 
capable to solve most of those issues with technical particulars described in ETSI EN 319 532  , ETSI TS 119 534
and ETSI EN 319 531     series of standards. 

40 

E-mail and e-contracts

Digital and e-contract validity

E-commerce Directive laid down bases of e-contracts in the EU Law discussed in details   .  

There are new aspects of e-contracts with technology development that were discussed in the Smart Contract 
Digital Contracts section yet legal bases remain unchanged. Valid e-contracts form the cornerstone of e-
commerce and therefore, sufficient attention must be paid to the formation of valid e-contract before finalising and 
going ahead with transactions. Following Article11 of the E-commerce Directive   a contract will be considered 
concluded when the service provider has acknowledged the receipt of the recipient's acceptance. In b2c trade 
scheme as per the EU law this is formed based on the following steps:  

An offer is made by the website /marketplace / counterparty. 

Offeree accepted e-contract (by filling out a form and clicking “OK”/ “Agree” / “Accept”, e-contract is.  

An automatic e-mail sent by the offerer/service provider's system provides the acknowledgement 

The autonomy of the parties to agree on the terms is fully preserved. Once the legal requirements are complied 
with, online e-contracts open up multifarious opportunities for business. Since commercial entities use the 
Internet as a medium to spread and expand business practices, it becomes quintessential to enter into many e-
contracts. 

 

 

. 

and only 
when the offeree/recipient has been able to access such acknowledgement would the e-contract be 
considered concluded

In an effort to reduce this risk, techniques have been developed for application systems to combine a detached 
signature, along with its signed data in a container. This container allows for easier distribution and helps to 
guarantee that the correct signature, in addition to its metadata is used during the validation process. This also 
applies to associating time assertions, such as time-stamp and metadata. It is defined by ETSI EN 319 162 series of 
standards: Electronic Signatures [[e-signature]] and Infrastructures (ESI); Associated Signature Containers 
(ASiC); Part 1: "Building blocks and ASiC baseline containers".  Part 2: "Additional ASiC containers" Standard 
distinguish ASiC Simple (AsiC-S) and ASiC Extended (AsiC-E)._latter is a container  capable of holding one or more 
signature or time assertion files that apply to their own sets of file objects. Each file object can have additional 
information or metadata associated to it that can be protected by the signature. This type of container can be 
designed to restrict this modification or to allow their inclusion without damaging the previous signatures and 
therefore we see it further deployment in e-signature  validation section. 

 
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031  

37.
38. 
39. 
40. 
41. 

ELECTRONIC CONTRACTING IN EUROPE 2008 Maryke Silalahi Nuth. 
Directive on electronic commerce 2000/31
[[ETSI]] EN 319 532 series: Electronic Signatures and Infrastructures; Registered Electronic Mail (REM) Services 

ETSI EN 319 531: "Electronic Signatures and Infrastructures; Policy and security requirements for Registered Electronic Mail Service Providers".
ETSI TS 119 534 (all parts): "Electronic Signatures and Infrastructures; Testing Conformance and Interoperability of Registered Electronic Mail Services" 
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When it comes to attempts to automate at least existing e-mail information gathering, via e-mail parsing, human 
changes in data formats for various requests make e-mails difficult to parse and deal with in machine AND human-
readable format despite some elements of information structuring in e-mail and machine readability of HTML. There 
are many ways to manage and transfer data within and between e-commerce counterparts, involved in supply 
chain managers as well as between other stakeholders (State, banks, customs, tax office etc). The ICTs involved 
have one thing in common: they free up human resources expediting information and data interchange, but for the 
next level of machine-to-machine iterations, there should be a paradigmatic shift in how we deal with data for now 
electronic still far from being machine-readable. As Artificial intelligence (AI) progresses, machine learning and 
other technologies evolve, one may hope that transmitting, understanding and using semantic data from e-
commerce and supply chain management will become easier,  resulting in less human error and fewer wasted 
resources, but until it comes, an e-mail and its modifications (like e-delivery)  are still at the core of many daily 
activities related to e-contracts in e-commerce.  
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In paper-based documents and contracts, the signature is used to authenticate the document on which it appears. 
It symbolises the intention of the signatory to be bound by the content of the signed document. When it comes to 
transposing the notion of handwritten signature from paper-based contract to paperless digital text/e-contract/e-
document one hardly can appreciate how many things are different and that reproducing digital representation of 
facsimile signature   albeit digital not necessarily can be seen as advanced or qualified electronic signature 
analogues at least as it is seen in the EU Law (eIDAS – EU Regulation 910   ). Nevertheless, for digital ecosystems 
such as e-commerce, signature’s function as an authentication tool is vital since e-contracts and other e-
documents needed for e-commerce transactions aim to be paperless and conducted totally by electronic means.  

electronic signature (e-signature) also known as digital signature is a cryptographic object 
with specific mathematical properties  

Ralph Merkle, Whitfield Diffie, and Martin Hellman in 1975-6 laid out the essentials of e-signature cryptographic 
design that has remained largely unchanged to the present day: an e-signature is (a) purely digital; (b) 
unforgeable, in the sense of being uniquely linked to its author; ɜƧɝʇmessage dependent, that is, uniquely linked to 
each message; and (d) protecting against disputes between the contracting parties. Those principles had been 
reflected  in  the  1999  Electronic  Signatures  Directive     that  in  Article  2  distinguishes  between  "electronic 
signature" and "advanced electronic signature" defining former as:  

 "electronic signature"  "data in electronic form which is attached to or logically associated with 
other electronic data and which serves as a method of authentication" and "advanced electronic signature" AdES 
means an electronic signature that meets the following requirements:  

 (a) it is uniquely linked to the signatory;  

From that point onward, not all electronic signatures are treated equally by EU law because not all e-signature 
systems meet all the functionalities of the handwritten signature in a digital environment. Therefore, under the 
2014 eIDAS EU Regulation 910 there were defined already sub-types of e-signature, based on ability to fully 
or partially meet the above requirements, those sub-types are:  

Under eIDASc (article 26), an AdES must meet the same requirements as mentioned above and QES in addition to 
that of AdES requirement defined (pp. 12) as:  

‘Qualified electronic signature’ means an advanced electronic signature that is created by a qualified electronic 
signature creation device (QSCD), and which is based on a qualified certificate for electronic signatures. 

‘Qualified certificate for electronic signature’ means a certificate for electronic signatures, that is issued by a 
qualified trust service provider and meets the requirements laid down in Annex I 

‘Qualified electronic signature creation device’ means an electronic signature creation device that meets the 
requirements laid down in Annex II  

Hereafter we shall in detail describe how electronically signed e-contracts / e-documents can be created, signed, 
transmuted, verified, and stored.  

 

 three 

 

 (b) it is capable of identifying the signatory;  
 ɜƧɝʇit is created using means that the signatory can maintain under his sole control; and  
 (d) it is linked to the data to which it relates in such a manner that any subsequent change of the data is detectable; 

Definition (generic) 

Definition (EU)

Simple or Basic electronic signature (SES)  

Advanced electronic or digital signature (AdES)  

Qualified advanced electronic or digital signature (QES)  

E-Signature

http://data.europa.eu/eli/reg/2014/910/oj  
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31999L0093

 Facsimile signature means a reproduction by engraving, imprinting, stamping, or other means of the manual signature of an authorised person 42.
43. 
44. 
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Four levels of baseline signatures have been defined by ETSI standards for the CAdES, XAdES, and PAdES formats: 

 - no time stems - Basic Signature meaning that it is a signature that can be validated as long as the 
signing certificate is valid (not revoked or expired)  

 - Signature with Time, meaning that it is a signature that proves that the signature existed at a given 
point in time. It is built from the previous level by adding a time stamp token on the signature as unsigned 
properties. 

- Signature with Long-Term Validation Material  meaning that it is a signature that provides the long-
term availability of the validation material by incorporating all the material or references to material required for 
validating the signature. It is built from the previous level by adding this material, that is: the complete 
certificate and revocation data on the signature and the time stamp(s) as unsigned properties  

 -Signature providing Long Term Availability and Integrity of Validation Material. It is built from the 
previous level by adding a time stamp  on the validation material as unsigned properties, thereby establishing 
evidence that the validation data existed at the indicated time. This level targets the long-term availability and 
integrity of validation material, and if appropriate measures are put in place (e.g. periodical timestamping), a 
signature at this level could still be validated long after the cryptographic algorithms used for its creation are no 
longer considered secure enough, or more simply after the expiration of the validation data.  

The appropriate level to use when creating an electronic signature depends on the intended usage of the 
signature. More information about these levels can be found in the standards ETSI EN 319 102-1 (section 4.3), ETSI 
EN 319  122-1, ETSI EN 319 132-1, and ETSI EN 319  142-1 (section 6) 

B-B level

B-T level

B-LT level 

B-LTA level

Levels of crypto resistance of e-signature

E-Signature and e-seal formats

Speaking of the e-signature ecosystem in the EU one should bear in mind that requirements for electronic 
signatures in the Signatures Directive and in the follow up eIDAS Regulation are very similar.  The Regulation does 
not put any additional technical requirements on formats of advanced e-signature (AdES) and e-seals, therefore e-
seal is technically identical to e-signature. However, as part of the rationalisation of the electronic signature 
standards, requested by the mandate M/460 published by the European Commission, all the technical 
specifications were restructured, and a set of European Standards (ENs) was developed. e-Signature and e-seals 
formats used in the EU (and de facto becoming international e-signature standards) are as follows:  

the ASN.1-based digital signatures of the CMS-family according to CAdES Baseline Profile [ETSI TS 103 173], 
referenced by the Commission Implementing Decision (EU) 2015/1506 [2015/1506/EU] and in future the 
European standard [ETSI EN 319 122-1] respectively, 

the XML-based digital signatures according to XAdES Baseline Profile [ETSI TS 103 171], referenced by the 
Commission Implementing Decision (EU) 2015/1506 [2015/1506/EU] and in future the European standard [ETSI 
EN 319 132-1] respectively,  

the PDF-based digital signatures according to PAdES Baseline Profile [ETSI TS 103 172], referenced by the 
Commission Implementing Decision (EU) 2015/1506 [2015/1506/EU] and in future the European standard [ETSI 
EN 319 142-1] respectively  

the ZIP-based ASiC-Container for digital signatures, electronic time-stamps and Evidence Records according to 
ASiC Baseline Profile [ETSI TS 103 174], referenced by the Commission Implementing Decision (EU) 2015/1506 
[2015/1506/EU] and in future the European standard [ETSI EN 319 162-1]  

ETSI run regular Plugtests, interoperability events conducted remotely, to prove interoperability of implementations 
and enhance standards robustness, on CadES/XadES/PadES/ASiC, and on signature validation    . 

45. https://portal.etsi.org/Services/Centre-for-Testing-Interoperability/ETSI-Approach/Introduction
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E-signatures e-seal validation (hand-on tutorial)

Description of the procedure for validation

Before diving into the software, implementation is essential to understand the digital signature validation 
procedure at a high level. Thus, the requirement to use a standard approach for digital signature validation in cross 
border relations is crucial to building trust between parties. ETSI EN 319 102-1    v 1.3.1 Electronic Signatures and 
Infrastructures (ESI); Procedures for Creation and Validation of AdES Digital Signatures; Part 1: Creation and 
Validation will be used in this document as a reference model to describe the digital signature validation process.  

Table 1 contains the list of possible digital signature validation statuses, please note that apart from TOTAL-
PASSED and TOTAL-FAILED statuses, there is a third one called INDETERMINATE. The core reason for 
INDETERMINATE status is the complexity of the validation procedure and the high probability of situations where 
software performing validation will not have enough data, e.g. absents of Internet connection, to make a conclusive 
decision. 

when the cryptographic checks of the signature (including checks of hashes of individual data 
objects that have been signed indirectly) succeeded as well as all checks prescribed by the signature 
validation policy have been passed.

TOTAL-PASSED

the cryptographic checks of the signature failed (including checks of hashes of individual data 
objects that have been signed indirectly), or it is proven that the signing certificate was invalid at the 
time of generation of the signature, or because the signature is not conformant to one of the base 
standards to the extent that the cryptographic verification building block is unable to process it.

TOTAL-FAILED

the results of the performed checks do not allow to ascertain the signature to be TOTAL-PASSED or 
TOTAL-FAILED

INDETERMINATE

The next part is the procedure itself that carries out the validation procedure (Figure 1). This procedure takes 
Signature Policy  and Conformance Requirments as additional parameters to existing Signed Data (SD) and 
Signature  itself.  Please  note  that  digital  signature  always  exists  as  an  independent  file  or  part  of  the  file,  
e.g. in ODF    it's XML file within ZIP container (ODF file). The digital signature can exist as an independent entity, it's 
different from a "paper" signature, where the signature is an integral part of a document.

Table 1. Signature Validation Statuses Source: ETSI EN 319 102-1 

46. 
47. 
48. 

https://www.etsi.org/deliver/etsi_en/319100_319199/31910201/01.03.01_60/en_31910201v010301p.pdf 
https://www.etsi.org/deliver/etsi_ts/119100_119199/11917201/01.01.01_60/ts_11917201v010101p.pdf 
https://www.iso.org/standard/66363.html
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Figure 4 Basic Signature Validation
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In Figure 2 the validation process is described in detail. This process is different from the classic Public Key 
Infrastructure (PKI). The difference is the process of certificate validation, which suggests the usage of Trust 
Service List (TSL)   . Trusted Service List is the list that provides information about the status and the status history 
of the trust services from trust service providers regarding compliance with the applicable requirements and the 
relevant provisions of the applicable legislation.  

As a result, a digital signature validation process is a multi-step configurable process that could end with TOTAL-
PASSED, TOTAL-FAILED or INDETERMINATE status and consumes data from different sources to make a conclusive 
decision.  

Overview of existing open-source software products for validation of digital signatures

   

  

    

  

There is a need to identify basic criteria for validation procedures to identify the list of open-source products.  

The main criteria will be based on two parameters:  

Support of ASiC-E (XAdES) (ZIP) file format that is part of required by eIDAS (Regulation EU 910/2014) 

Support of digital signature validation procedure based on Trust Service Listas a trust anchor

These criteria are based on the EU and Ukraine regulation of formats for digital signatures, also Ukrainian 
legislation  mandates usage of ASiC format as the basic format of e-documents for the government.  

According to GitHub search, only one library fulfils both criteria - it's Digital Signature Service (DSS) 

Three main features can be distinguished within the DSS framework: 

The digital signature;  

The extension of a digital signature and;  

The validation of a digital signature.  

E
F

https://github.com/esig/dss
https://zakon.rada.gov.ua/laws/show/z1309-18#Text 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015D1505&qid=1638733803367 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32015D1506&qid=1638733803367 
https://www.etsi.org/deliver/etsi_en/319100_319199/31916201/01.01.01_60/en_31916201v010101p.pdf 

49. 
50. 
51.  
52. 
53. 
54. 

https://www.etsi.org/deliver/etsi_ts/119600_119699/119612/02.02.01_60/ts_119612v020201p.pdf 
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In a more detailed manner the following concepts and features are addressed by DSS:  

Formats of the signed documents: XML, JSON, PDF, DOC, TXT, ZIP...;  

Packaging structures: enveloping, enveloped, detached and internally-detached;  

 

Source: ETSI EN 319 102-1Figure 5 Model of Signature Validation
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To validate signatures issued by Ukrainian trust service provider (TSP) via Digital Signature Service (DSS), there is a 
need to perform the next steps:  

Load and parse Ukrainian Trust Service List (TSL) (Figure 3)  

Validate the digital signature on TSL using Ukrainian certificate  (Figure 4)  

Sign ASiC-E signature container using valid digital signature issued by Ukrainian TSL  

Deploy modified software locally  

Verify the digital signature on ASiC-E container using modified software deployed on a local machine (Figures 
5,6 and 7)  

Chosen library DSS: Digital Signature Service has two major components:  

Libraries for developers  

Demo application to test feature via a user interface (UI)  

To achieve validation of Ukrainian e-document (ASiC-E) changes were made to demo-application of DSS software 
stack and published on GitHub  and ready to use version was published on the docker hub .  

Test e-document  was created to test the validation feature of modified DSS.  

The process of creating sample e-document:  

Install LibreOffice  7.3 (this version is in alpha at the time of writing this report) on Windows 10 machine  

Install test keys issued by Ukrainian TSP to Windows certificate store  

Using the standard feature of LibreOffice 7.3 apply four digital signatures to document  

Open-source software used for validation of e-signature

https://www.libreoffice.org/ 
https://asiccontainer.s3.eu-central-1.amazonaws.com/eDoc+test.odt 
https://hub.docker.com/r/javatask/dss-ua 
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https://www.etsi.org/deliver/etsi_en/319100_319199/31916201/01.01.01_60/en_31916201v010101p.pdf 
https://czo.gov.ua/download/cacertificates/TL-UA-rsa-210120.cer 

https://czo.gov.ua/download/tl/TL-UA.xml 

https://github.com/javatask/dss-demo-eu-ua 
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github.com

https://hub.docker.com/r/javatask/dss-ua

https://github.com/javatask/dss-demo-eu-ua/tree/main

Please note that the test document certificate is valid until August 2022.  

Source code and documentation were published on  and hub.docker.com.  

Github repository -   

Docker Hub repository - 

Forms of digital signatures: XAdES, CAdES, PAdES, JAdES and ASiC-S/ASiC-E;  

Profiles associated with each form of the digital signature;  

Trust management;  

Revocation data handling (OCSP and CRL sources);  

Certificate chain building;  

Signature validation and validation policy;  

Signature qualification;  

Validation reports (Simple, Detailed, ETSI Validation report);  

Management of signature tokens;  

Validation of the signing certificate;  

Timestamp creation;  

Timestamp validation and qualification;  

REST and SOAP web services.  

This is not an exhaustive list of all the possibilities offered by the DSS. In addition, the DSS framework is still under 
maintenance, and new features will be released in the future. 
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Figure 6 DSS Demonstration WebApp with Ukrainian Trust Service list

Source: Digital Signature Services (DSS EU) WebApp print screen 

Figure 7 Validation certificates against UA Trust List

Source: Digital Signature Services (DSS EU) outsource software print screen 
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Figure 8 Successful validation of Ukrainian signature using modified EU DSS software

Source: Digital Signature Services (DSS EU) outsource software print screen 

Figure 9 Successful validation of Ukrainian signature using modified EU DSS software

Source: Digital Signature Services (DSS EU) outsource software print screen 
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Figure 10 Detailed validation report of Ukrainian signature using modified EU DSS software

Source: Digital Signature Services (DSS EU) outsource software print screen 
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To foster cross-border e-contract, three core tasks were identified and implemented as part of the study. The first 
task was to identify the difference between Public Key Infrastructure (PKI) and Qualified Public Key Infrastructure 
(QPKI) digital signature validation procedures. The core difference lies in finding a trust anchor for certificates 
validation, in PKI it's a self-signed certificate and in QPKI it's a certificate (possible self-signed) that is part of an 
officially published Trust Service List.  

The second task was to find and adjust open-source software that can be used to validate signatures and seals on 
e-contracts. Changes were made to open source software called Digital Signature Services (DSS). The core target 
for the changes was to support the Ukrainian Trust List in signature validation procedures. Published opensource 
software is capable to validate signatures/seals on cross-border e-contract, e.g. between Sweeden and Ukraine 
parties.  

The third action was related to the simplification of DSS deployment procedures via publishing-ready to use 
docker container on hub.docker.com. DSS Docker container gives the ability to deploy service straightforwardly 
with little technical skills.  
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Timestamp

Digital contract for validity must contain an indication as to when it was created and signed. e-signatures may or 
may not include a marker of time but time is best to be established by timestamp.  

Timestamp can be a simple time code (easy to forge) or a digitally signed timestamp that vouches the existence of 
the signed document and the content at the given time. Time source can be either self-generated (devise an 
operational system or signing software time) alternatively external national source or international source.  

EIDAS- compliant qualified timestamps generated by qualified trust service providers (see Articles 41,42 of the 
eIDAS) can also be used to preserve the evidential value of cryptographically signed documents.  A qualified 
electronic time stamp under the eIDAS must meet the following requirements:  

binds the date and time to data in such a manner as to reasonably preclude the possibility of the data being 
changed undetechtably 

based on an accurate time source linked to Coordinated Universal Time 

signed using an advanced electronic signature (AdES) or equivalent e-seal of the qualified trust service 
provider, or by some equivalent method 

in the EU a timestamp and TSA are regulated by the following two standards                                                                                                                    
ETSI EN319 421: "Electronic Signatures and Infrastructures ESI; Policy and Security Requirements for Trust 
Service Providers issuing Time-Stamps                                                                                                                                                                                                                                      
ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol and time-stamp 
token profiles" 

timestamps often come with an e-signature or and e-seal, but it is also a stand-alone qualified service as 
defined by eIDAS viii. the provision of qualified time stamps  

E-contracts time stamp, 
e-delivery and storage

TSA -  Time Stamping Authority is a trusted third party that issues timestamps used to prove certain data's 
existence before a certain point. The timestamping technique is based on e-signatures and hash functions. First, a 
hash is calculated from the data and sent to the TSA. The TSA concatenates a  timestamp to the hash and 
calculates the hash of this concatenation. This hash is in turn digitally signed with the private key of the TSA. This 
signed hash + the timestamp are sent back to the requester of the timestamp which stores these values with the 
original data.    

Secure timestamping in smart contracts can be deployed without TSA using distributed algorithms (DLT) such as 
‘blockchain’ it can be used as an alternative to generating secure timestamps in e-contracts without TSA.    

NB!  It  should  be  noted  that  neither  the  eIDAS  Regulation  nor  the  relevant  ETSI  standards,  such  as                 
ETSI EN 319 411-2    regulate how long the revocation status for a corresponding certificate can be retrieved via 
OCSP    . Therefore, when selecting time stamp providers (including for LTP), attention should be paid to the time 
during which the revocation status for a certificate is available online so that corresponding status information can 
be obtained in good time. Timestamps are used, for example, on contracts, custom declarations, tax returns, 
medical records etc.

 62.
63. 

Standard on Requirements for trust service providers issuing EU qualified certificates 
Online Certificate Status Protocol used to validate e-signature   AdES and  QES 
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E-delivery

For some time, conventional e-mail played a central role in e-contracts and other trade-related e-documents 
delivery. Even automated IRP and CRM systems that manage e-contracts are using e-mails, often designating 
specific e-mails to tasks and certain processes. Such a situation was far from being ideal (discussed in e-mail in e-
contracting section) and therefore next generation of e-mail system (let call it email2.0) had been developed.  That 
allowed a stronger proof of the exchange of communication between all participants were developed and 
implemented examples are: PEC    in (Italy), IronPort Systems Cisco    (USA), Goodmail, Tumbleweed, E-Postbrief, 
OCSI(Germany), IncaMail (Switzerland), Apartado Postal Electronico (Spain), Certipost (Belgium), eNotarius eNmail 
(Norway), Certimail (Spain), JUBES (Netherland), Notificaciones Electronics(Spain), PRESTO (France) as well as 
cross EU EuroNot@ries eWitness     (EU Notaries)  

Alternative, or rather further development of e-mail as a service, is electronic registered delivery service, a term 
coined by eIDAS 910 regulation, that means a service that makes it possible to transmit data between third parties 
by electronic means and provides evidence relating to the handling of the transmitted data, including proof of 
sending and receiving the data. It protects transmitted data against the risk of loss, theft, damage or any 
unauthorised alterations with the further version of it - Qualified electronic registered delivery service specified in 
Article 44 of eIDAS as follows:   

Qualified electronic registered delivery services shall meet the following requirements:   

they are provided by one or more qualified trust service provider(s);    

they ensure with a high level of confidence the identification of the sender;    

they ensure the identification of the addressee before the delivery of the data;    

the sending and receiving of data is secured by an advanced electronic signature or an advanced electronic seal 
of a qualified trust service provider in such a manner as to preclude the possibility of the data being changed 
undetectably;    

any change of the data needed for sending or receiving the data is indicated to the sender and addressee of the 
data;   

the date and time of sending, receiving and any change of data are indicated by a qualified electronic time 
stamp.  

If the data is transferred between two or more qualified trust service providers, the requirements in points (a) to (f) 
shall apply to all the qualified trust service providers. 

Concerning trade e-delivery defined in the Global Interoperability Framework (GIF)    as the fundamental means of 
electronic transport or network based on protocols and technical artefacts, which permits interoperability at the 
technical level.  It is based on Connecting Europe Facility (CEF) four(4)-corner model     (see the section on trade 
models and e-invoicing)  whereby trading parties are each connected to a service provider/access point, which in 
turn technically connect through the delivery network. In such a 4-corner model, the backend systems of trading 
parties do not exchange data directly with each other but do this through Access Points. CEF e-delivery is not, 
however, a 'one size fits all solution. There are several possible architectural setups that one can opt for depending 
on the business needs. Therefore, in principle e-delivery supports 3 typologies of message exchange models: 

In the 2-corner model, backend systems communicate directly with each other through a point-to-point 
connection. As a result, there is a need to set up bilateral channels between every participant (when there is no 
common messaging protocol) or change backend systems to support the common protocol and impact the 
backends. This is also known as the "fully connected network". Pros: Best suited for simple integration with few 
participants Cons: Not easily scalable, heavy impact on backends. 

In the 3-corner model, backend systems communicate with each other through a central hub. Thanks to the fully 
centralised approach, parties exchange messages with each other via the central hub in 2 steps: a. Party A 
exchanges  information  with  the  central  hub  b. Central  hub  exchanges  information  with  Party B.  This is  also
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https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eDelivery 

https://www.enn-rne.eu/ 
https://www.cisco.com/c/en/us/services/acquisitions/ironport.html 

https://www.milomb.camcom.it/certified-email-pec 

http://gifworks.io/ 
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known as the “star network”. Pros: No need to set up bilateral channels between participants, central 
management and control of all processes, central monitoring processes Cons: Central Access Point may 
become a bottleneck/single point of failure in the network; risk of service provider lock-in, scalability.  

In the already mentioned 4-corner model, the backend systems of the users do not exchange data directly with 
each other but do this through Access Points. These Access Points are conformant to the same technical 
specifications and therefore capable of communicating with each other. As a result, users can easily and safely 
exchange data even if their IT systems were developed independently from each other. This is also known as the 
"mesh network”.  

The US and other countries that are large players in e-commerce and international trade are developing their 
ecosystems and data exchange models that may be somewhat similar to the EU in the area of messages delivery 
but with more reliance on commercial products with the less regulatory environment.

3.
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E-contracts Preservation and Archiving

Trade-related information is becoming an increasingly valuable asset for organisations today, while simultaneously, 
the requirements to archive information are becoming complex.  Increasing volumes of e-contracts, e-documents 
digitally signed with e-signatures and e-seals leads to the requirements of documents/contracts/data storage and 
e-archiving in a trustworthy manner over long periods. Readability and availability of business-relevant records 
must be guaranteed of both cryptographically signed and also unsigned documents during the legally prescribed 
retention period. Let briefly investigate those requirements and poaches and guidelines that help to meet those. In 
the EU requirement for e-archiving is set mainly at the national level. Regulation 910 (eIDAS) said "long-term 
preservation of information, to ensure the legal validity of electronic signatures and electronic seals over extended 
periods and guarantee that they can be validated irrespective of future technological changes"  

Long Term Preservation (LTP) - the goal of the storage of electronic contracts and data with preservation of 
evidence over long periods is authentic, attributable provable and intact saving, conservation and availability of 
those data and metadata at least for the duration of the legally prescribed retention periods. IT systems code 
contents of e-contracts, trade-related electronic data, and documents at the application level as a sequence of 
characters. The metadata is also coded and satisfies certain syntactic and semantic rules that are founded in the 
specification of the meta data sets.  

The goal of the storage of electronic documents with preservation of evidence is to guarantee:  a) Authenticity 
(non-repudiation), b) Integrity, c) Availability of digital contents and its metadata. To ensure the long-term 
availability of the stored e-contracts, standardised and stable data formats should be used that can support a 
long-term, system- and platform-independent interoperability of both content and metadata. In the EU those are:  

ETSI SR 019 510    

ETSI TS 119 511  

ETSI TS 119 512 

"preservation over long periods based on the ability to: 

to validate a digital signature, to maintain its validity status and  

to get proof of the existence of the associated signed-data"  

"provision of proofs of existence over long periods of general data whether this data is signed or not"  

Securing the authenticity of electronic data and documents also includes the reliable and permanent linking of the 
electronic documents stored with all meta-information that is needed to find the documents and for legally viable 
and auditable traceability (reconstruction) of the business processes on which the data are based.  

LTP preservation of e-contracts, trade and tax-related e-documents (e-invoices) can help to reduce risks of 
breaching regulatory requirements and the disclosure of confidential records. It can furthermore enhance the 
security layer of information by easily enforcing security policies and logging, the productivity of e-trade and e-
commerce can be improved by providing efficient processes and instant access to information and electronic 
archiving helps reduce duplicated data/information.



e-Commerce Directive 2000/31

The E-commerce Directive 2000/31/CE      was adopted in the year 2000. During the last twenty years, it has proven 
to be one of the most successful pieces of EU legislation. It provided an efficient and non-intrusive legislative 
scheme for developing the digital market in the European Union. However, the technological advancements that 
have taken place since its adoption have redefined the economic and societal circumstances in which the E-
commerce Directive functions. The new market situation necessitates further legislative action, as has already 
been revealed by the European Commission, which announced the proposal of a Digital Services Act. The 
objectives of the Directive 2000/31/CE are to remove obstacles to cross-border online services in the EU internal 
market, as an aspect of the EU principle of free movement of information society services, to provide legal certainty 
to business and citizens, to offer a flexible, technically neutral and balanced legal framework and to enhance the 
competitiveness of European service providers.  

Under Article 11 of the Directive, a contract will be considered concluded when the service provider has 
acknowledged the receipt of the recipient's acceptance. This formed basis of three steps needed for the 
conclusion of the online contract:  

The website makes an offer.  

The contract is accepted by filling out a form and clicking "OK" to the purchase.  

An automatic e-mail sent by the service provider's system provides the acknowledgement, and only when the 
recipient has been able to access such acknowledgement would the contract be considered concluded.  

Legal based of 
e-contracts in the EU

The profound changes that have occurred since the adoption of the e-commerce Directive were induced by the 
unprecedented technological advancements in the past 20 years, which have redefined society's market 
organisation, functioning, needs, and expectations. The most fundamental change from the point of view of online 
e-commerce organisations is perhaps the technology-driven new concept of the platform economy. It changed the 
typical structure of a digital environment from bilateral to a triangle, in which platforms (marketplaces) became 
gatekeepers and setters of the market. Another fundamental change recognised as necessary recently by both 
European citizens and the European Union is the need to build the EU market sustainably.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L0770&from=ES 
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32000L0031 69. 

70. 
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for the supply of digital content and digital services
Directive (EU) 2019/770 concerning contracts 

70

The Digital Content Directive 2019/770 (DCD) governs new types of e-contracts that have become increasingly 
popular in recent years. It deals with the supply of digital content and digital services. The Directive has updated 
and brought more specific protection for consumers that enter into such agreements with traders about digital 
services or digital content (apps, computer programmes, applications, video files, audio files, music files, digital 
games, e-books or other e-publications, digital services which allow the creation / processing / accessing / storage 
of data in digital form, including software-as-a-service(SaaS), such as video and audio sharing and another file 
hosting, some medical devices, etc). 

While the Directive was praised for providing specific rules on the requirements of contract conformity of digital 
content and services, it was criticised because the definition of the personal scope of application is partly left up to 
the Member States 26. The Member States must transpose the Directive into national Law by 1 July 2021 (Article 
24) It will be applicable depending on national implementations but not later than January 2022.
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DCD Directive does not change or affect any data protection principle or provision, including GDPR. In fact, in the 
event of a conflict between DCD and GDPR, GDPR will prevail. Directive accepts that in the market of digital  
services / content, it happens that those services / content are often provided in exchange for personal data and 
that the Directive "should ensure that consumers are, in the context of such business models, entitled to 
contractual remedies". The personal data in exchange for content / services will only apply when the processing of 
personal data is not mandatory to provide the service / content, nor mandatory to comply with any law. Contractual     
consent - in the opinion of the EDPS    , compatibility of consent (under GDPR) and the rules under DCD, may give 
Rise to some challenges. As a rule of thumb, under the GDPR, consent can be withdrawn at any moment, without 
negative consequences for the data subject. Similarly, according to the Guidelines 05/2020 on the permission of 
the European Data Protection Board, lack of consent / withdrawal of consent does not generally allow the data 
controller to terminate a contract or to forbid the use of a service. The enforcement of GDPR could potentially 
undermine the applicability in the practice of DCD provisions.
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Directive (EU) 2019/771 (SGD - contracts for the sale of goods)

The provisions of the Directive 2019/771    on certain aspects concerning contracts for the sale of goods (SGD). 
SGD Directive provisions can be seen as somewhat ground-breaking in the European contract law if one can 
remember that hardly any modern product is likely to have a digital (hardware and software) component in it (think 
of a car soon as of a product with digital content). It is concerned with goods with digital elements and aims to keep 
such goods with digital elements in conformity for a certain period (2 years) and not just at the moment of the 
delivery of the goods. Goods with digital elements should also be free from any third-party right 'which precludes 
the consumer from enjoying the goods under the contract'. Presumably, other third-party rights, such as 
intellectual property (IP) rights, would not be considered a legal defect of the goods, provided that consumers can 
use them for personal consumption. Seller/offerer of goods with digital elements will have an obligation to ensure 
that the buyer/offeree/consumer is informed of and supplied with updates. The SGD and the Digital Content 
Directive (DCD) were passed simultaneously. While the former lays down rules relating to the sale of goods, the 
latter deals with aspects concerning contracts for the supply of digital content and digital services. Although both 
directives have a different scope of application, there is one area where there is an interplay between them: goods 
with digital elements. The delineation between these two directives is defined by Article 3(3) of the SGD and Article 
3(4) of the DCD. The SGD applies to the sale of these goods if the digital content or the digital services are provided 
with the goods under the sales contract (art 3(3) SGD). If a digital service is supplied, but the absence of that 
content or services does not prevent goods from performing their functions or the digital content is provided 
separately from the goods, the DCD is applicable instead of the SGD. Whether the digital content or services 
supplier is the seller or a third party, makes no difference – the seller is liable for the sold goods (including its digital 
part). 

Conformity of goods with digital elements: Under SGD the functions of the goods need to meet the criteria that are 
determined in the contract or meet the objective conformity criteria outlined in Article 7(1) and presumption of 
non-conformity Article 11 of such product applied for a period of one year but the requirement of providing updated 
at least for two years set forth in Article10(1,2) or as per contractual promise. The SGD Directive, therefore, raises 
the level of consumer protection significantly by extending the period during which the presumption of non-
conformity operates (Article 5(1)). The seller is also obliged by the SGD to make sure that the goods will keep 
functioning according to the contract even if the digital environment around them changes, the Directive has 
mainly stressed the importance of security updates (Article 7(3)). However, consumers will not be entitled to a 
remedy if they have caused the non-conformity or its effects    .   

 

Commission Decision 2011/130/EU    with update 2014/148/EU

Under the amended provisions     of this CID the EU Member States shall put in place the necessary technical means 
allowing them to process electronically signed documents that service providers submit in the context of 
completing  procedures  and  formalities  through  the  Points  of  Single Contact as foreseen by Article 8 of Services  

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014D0148&from=IT 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011D0130 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L0771&from=EN 
  European Data Protection Supervisor 

 

 

https://www.jipitec.eu/issues/jipitec-12-2-2021/5294 
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Directive 2006/123/EC   , and which are signed by competent authorities of other Member States with an XML, a 
CMS or a PDF advanced electronic signature at any conformance level or using an associated signature container 
at the basic level provided these comply with the technical specifications listed in the Annex of CD 2011/130/EU. 
Namely, advanced electronic signatures mentioned in Article 1 paragraph 1 of the Decision must comply with one of 
the following ETSI technical specifications:  

XAdES Baseline Profile ETSI TS103 171v.2.1.1 (1)  

CAdES Baseline Profile ETSI TS 103 173 v.2.2.1 (2)  

PAdES Baseline Profile ETSI TS 103 172 v.2.2.2 (3)  

updated further by eIDAS changes Associated Signature Container Baseline Profile ETSI TS 103 174 v.2.2.1 (4) ASiC 
(relevant to the section on LT preservation of e-contracts)  
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Regulation 910/2014 (eIDAS Trust Services)

Since 1 July 2016, the legal framework for e-signatures, e-seals and electronic time stamps in the EU had been 
determined by Regulation 910/2014  (eIDAS) on electronic identification and trust services for electronic 
transactions in the internal market and repealing Directive 1999/93/EC (abbreviated to eIDAS Regulation). The 
Regulation and the implementing acts based on it serve, among other things, to harmonise the internal market for 
e-signatures, e-seals, timestamps and the trust services based on them in the EU and in seems increasingly for 
new mutual recognition agreements (MRA) formation with 3rd countries   . Furthermore, according to the eIDAS 
Regulation, "qualified remote signatures" and corresponding "qualified remote seals" are now also possible – those 
are remote e-signature services (RSS), in which for now EU based qualified trust service provider stores the private 
keys of qualified signature/seal creation device(QSCD) on a server-based hardware security module (HSM), so that 
the creation of qualified electronic signatures and seals can be triggered remotely, for example, with a mobile 
phone. Furthermore, the eIDAS Regulation establishes a legal framework for trust services in the delivery of e-
delivery / registered e-mails that can be seen as critical functionality for e-contracts and associated with those e-
messages (discussed in sections e-mail and e-delivery of this report). There are certification services for website 
authentication and e-signatures, and e-seals qualified preservation services are less known features of eIDAS that 
are gradually gaining popularity. 

While the Directive 1999/93/EC was largely technology-neutral, the eIDAS Regulation 910/2014, with the aim of 
Europe-wide interoperability, sometimes prescribes the use of ETSI technical standards in certain implementing 
acts (CID).  

Those include:  

(EU) 2015/806 - on the form of the EU trustmark for qualified trust services.  

(EU) 2015/1505 - on technical specifications and formats relating to trust lists.  

(EU) 2015/  - laying down specifications for formats of advanced electronic signatures and advanced seals 
to be recognised by public sector bodies for electronic transactions in the internal market.  

(EU) 2016/650 - establishing standards for the security evaluation of qualified signature and seal creation 
devices (QSCD).  

(EU) 2015/1502 - setting out minimum technical specifications and procedures for assurance levels for 
electronic identification means.  

(EU) 2015/1501 - on the interoperability framework.  

Those turn out to be relevant to e-contracts and, more broadly, for legally binding electronic records inside the EU 
and for cross-border, to comply with legal requirements on e-contract, and in the EU public sector.  
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https://esignature.ec.europa.eu/intl-comp/dss-demo/downloads/MRAinfo_Cookbook_v1.0.pdf 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32006L0123 76. 
77. 
78. 

76

77

78



Logistical prospective - cross-border parcel delivery

The domestic market for cross-border parcel delivery services in the EU has been open to competition for over 30 
years, with different providers offering different services. The growth potential of the parcel delivery market is 
closely related to the growth of online retail and e-commerce. Total EU internet retail sales reached €424bn in 2019, 
with 15% per year since 2014. Cross-border sales turnover reached €109bn same year with cross-border delivery 
representing almost 24% of total online sales in Europe   . As a result, the European parcel delivery market grew 
considerably in the past two years and exceeded €70bn in turnover in 2019   .  

Technology for tracking and tracing parcels has become more secure, and reliable delivery service has improved 
and boosted consumer confidence. In recent years, there has been a significant increase in demand for parcel 
delivery services both nationally and cross-border. The borderless opportunities for online shoppers have driven an 
increase in cross-border e-commerce and paved the way for dynamic growth in parcel delivery services. As shown 
in the latest report by the European Regulators Group for Postal Services (ERGP), the volume of parcels in the 
observed period 2018-2019 has grown 9.1% or by more than 500 million parcel items   . The COVID-19 pandemic has 
further accelerated these developments. As a result, customers had access to a significant variety of products 
from the comfort of their homes and delivery operators have been able to continue operating despite restrictions 
imposed during the pandemic.  

Regulation (EU) 2018/644    on cross-border parcel delivery services was adopted in 2018 in the context of the EU 
Digital Single Market Strategy to address the concern that the relatively high level of tariffs applicable to cross-
border parcel delivery services, the lack of transparency and regulatory oversight of such services and related 
tariffs. The tariffs falling under the scope of the Regulation are the publicly listed domestic and intra-EU cross-
border tariffs for 15 commonly used parcel delivery services as identified in the Annex to the Regulation. These 
tariffs exclusively concern single-piece items without any discount. Therefore, they apply primarily to parcel 
delivery services purchased by individual consumers or very small e-retailers that have not negotiated tariffs with 
operators. Larger senders, particularly e-commerce retailers or platforms, generally benefit from negotiated 
discounted tariffs primarily due to high volumes and because the senders undertake some pre-sorting and 
transportation activities. Consequently, the publicly listed tariffs apply only to a small part of the overall parcel 
delivery may be as low as 6% of the overall volume. Individual senders of single-piece parcel items are particularly 
sensitive to tariffs, which should remain affordable. This was confirmed by the consumers who responded to  

 the targeted consultation. Very small e-retailers, which are more likely to use single piece tariff parcel delivery 
service, often look for the cheapest delivery options when developing their e-commerce activities. They may thus 
benefit from increased tariff transparency. Tariffs for single-piece items also serve as a reference point for larger e-
retailers in the negotiation of discounted tariffs with delivery services providers    . 
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European Parcels Market Insight Report 2020, Apex Insight 
ERGP PL II Report on core indicators 

New EU e-Commerce package 2021

Changes in parcel delivery Customs formalities

According to EU law, goods brought into the customs territory of the EU are subject to customs supervision and 
may be subject to customs controls. Therefore, goods have to be presented to customs when entering the EU. This 
applies equally to goods acquired online and subsequently delivered via a parcel delivery operator from a third 
country, whether those goods are sent by post (with the UPU postal network of designated postal operators) or 
courier, express- or parcel operator.  

As of 1 July 2021 decision, the EU no longer apply the import VAT exemption limit (so call de-minimis threshold of 
€22) with the fully electronic customs declaration of . It leads to an EU wide import scheme 
implemented covering distance sales of goods imported from third countries to the EU up to a value of €150 (i.e. the 
EU VAT e-commerce package).

all consignments
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The seller encourages to collect the VAT at the point of sale with further use One-Stop-Shop (OSS).  

A taxable business/person established outside the EU wishing to make use of this special scheme is obliged to 
appoint an intermediary established in the EU (e.g. a courier-, express-, parcel-, postal operator or customs agent), 
unless it is established in a country with which the EU has concluded an agreement on mutual assistance and from 
which it carries out the distance sales of goods. 

Additionally, also with effect from 1 July 2021, where the import OSS is not used, a second simplification mechanism 
will be available for imports in consignments of an intrinsic value not exceeding €150. Import VAT due in respect of 
goods for which the dispatch or transport ends in the Member State of importation will be collected from 
customers by the customs declarant (e.g. a courier-, express-, parcel-, postal operator or customs agent) which 
will pay it to the customs authorities via a monthly payment. Concerning the customs clearance of the 
consignments, the legal framework applicable as of 1 July 2021 sets out the following requirements.  

Customer protection includes unfair practices, rights, contract terms, injunctions, price indication, and dispute 
resolution.  

Parcel delivery, including digitalisation of customs procedures, fiscal aspects such as taxation and duties, and 
non-fiscal aspects such as product restrictions. 

Obligations set by the UPU    , WCO and other global organisations, including postal and delivery processes, and 
data exchange processes.  
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The general applicability of the EU eCommerce legislations

Applicability inside the EU: providers of information society services, such as web-shops or online marketplaces, 
established in the EU are subject to the Law of the Member State where the provider is established ('country of 
origin principle') 

Applicability outside the EU: Companies established in a third country providing services into the EU fall under the 
jurisdiction of each EU Member State. For example, if a marketplace from the USA/UK/China provides services in 
France, the EU would expect that the web pages of the marketplace provide information as per the EU law.  

Regulations on Net Neutrality (Regulation (EU) 2015/2120) on open Internet provides common rules on the equal 
and non-discriminatory treatment of traffic. It means that the EU users can openly access internet services and 
benefit from the related end-user's rights. If services are provided in the EU, the EU law applies. This makes these 
rules applicable to third countries when services are provided to the end-user established in the EU.  

Consumer protection and e-contracts

According to EU law, where a consumer concludes a contract with a professional in another country who, by any 
means, directs his commercial activities to the consumer's country of residence, the contract is generally governed 
by the Law of the country where the consumer has his or her habitual residence (Member state of consumption 
principle). It is possible to choose another law, but that choice cannot deprive the consumer of the protection 
afforded by the Law of the habitual residence which cannot be derogated from by agreement under that Law. When 
the trader from the third country sells to the consumer in the EU, the EU law applies to this transaction; if it's vice-
versa, the EU law applies to the trader established in the EU, but the Law that applies to the consumer in the third 
country is out of the EU jurisdiction. We already discussed above Newer Directives that can come under this 
section (CGD Directive 2019/771, DCD Directive 2019/770, E-commerce Directive 2000/31) but there are more:

Directive 2005/29/EC (Unfair Commercial Practices)

The objective of the Directive 2005/29    is to reduce barriers to free trade in the EU and achieve a high level of 
consumer protection. Normes and requirements of this Directive should be duly reflected in e-contracts including 
those  concerning  cross-border  e-commerce  and  e-trade. According to Article5, unfair commercial practices shall 
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be prohibited. A commercial practice shall be deemed unfair, if it is contrary to the requirements of professional 
diligence, and it materially distorts or is likely to materially distort the economic behaviour concerning the product 
of the average consumer whom it reaches or to whom it is addressed, or of the average member of the group when 
a commercial practice is directed to a particular group of consumers. Furthermore, unfair commercial practices are 
regarded as misleading according to Article6, when such practice contains false information and is therefore 
untruthful or in any way deceives the average consumer. Such information might concern the existence or nature 
of the product, the main characteristics of the product, the extent of the trader's commitments, the price or how 
the price is calculated, the need for a service, part, replacement or repair, the nature, attributes and rights of the 
trader or his agent and the consumer's rights. Misleading omissions in this context are, according to Article7, likely 
to cause the average consumer to take a transaction decision that he would not have taken otherwise. According 
to Article8 and 9, unfair commercial practices are regarded as aggressive if, by harassment, coercion or undue 
influence, it significantly impairs the average consumer's freedom of choice or conduct concerning the product and 
thereby causes him to take a transactional decision that he would not have taken otherwise. Article10 encourages 
Codes of conduct and proceedings in addition to the court or administrative proceedings established. Enforcement 
(Article 11) shall be available regardless of whether the consumers affected are in the territory of the Member State 
where the trader is located or in another Member State. In its annex I the Directive 2005/29 lists commercial 
practices which are in all circumstances considered unfair; further in its annex II according to Article4,5 of the 
Directive 2005/29 is setting out in community law provision for advertising and commercial communication rules.
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Directive 2011/83/EU (Consumer Rights Directive)

The objective of the Directive 2011/83/EU    is to contribute to the proper functioning of the internal market and 
cross-border trade by approximating certain aspects of the laws, regulations and administrative provisions of the 
Member States on contracts (including e-contracts) concluded between consumers and traders. ChapterIII 
regulates the consumer information and right of withdrawal for distance and off-premises contracts. Article6 lays 
down all the information requirements for distance and off-premises contracts, it forms an integral part of the 
distance or off-premises contract and shall not be altered unless the contracting parties expressly agree 
otherwise. The leading formal requirement according to Article7 is that the trader shall give the information 
required for off-premises contracts to the consumer on paper or, if the consumer agrees, on another durable 
medium. That information shall be legible and in plain, intelligible language. For distance contracts Article8 
particularly relevant to e-commerce, the trader shall give the information required for distance contracts or make 
that information available to the consumer in a way appropriate to the means of distance communication used in 
plain and intelligible language. Furthermore, if a distance contract to be concluded by electronic means places the 
consumer under an obligation to pay, the trader shall make the consumer aware clearly and prominently, and 
directly before the consumer places his order. At the beginning of the ordering process, trading websites shall 
indicate clearly and legibly whether any delivery restrictions apply, and which means of payment are accepted. 
According to Article8(7), the trader shall provide the consumer with the confirmation of the contract concluded, on 
a durable medium within a reasonable time after the conclusion of the distance contract, and at the latest at the 
time of the delivery of the goods or before the performance of the service begins. The consumer has a period of 14 
days to withdraw from a distance or off-premises contract, without giving any reason and without incurring any 
cost other than provided in Article13(2) and Article14. It is the obligation of the trader in the event of withdrawal, 
according to Article13, to reimburse all payments received from the consumer, including, if applicable, the costs of 
delivery (the least expensive type standard delivery offered by the trader) without undue delay and in any event not 
later than 14 days from the day on which he is informed of the consumer's Decision to withdraw from the contract. It 
is the obligation of the consumer in the event of withdrawal according to Article14, unless the trader has offered to 
collect the goods himself, to send back the goods or hand them over to the trader or to a person authorised by the 
trader to receive the goods, in any event not later than 14 days (date of sending) from the day on which he has 
communicated his Decision to withdraw from the contract to the trader. According to Article18, the trader shall 
deliver the goods by transferring the physical possession or control of the goods to the consumer without undue 
delay, but no later than 30 days from the conclusion of the contract.
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Directive 93/13/EEC (Unfair Contract Terms)

The Directive 93/13/EEC   was amended by previously discussed Consumer Rights Directive 2011/83/EU. Yet it 
remains valid, and its initial objectives were to approximate the laws, regulations and administrative provisions of 
the Member States relating to unfair terms in contracts concluded between a seller or supplier and a consumer. 
According to Article 3 of the Directive, a contractual term that has not been individually negotiated shall be 
regarded as unfair if, contrary to the requirement of good faith, it causes a significant imbalance in the parties 
rights and obligations arising under the contract, to the detriment of the consumer. Not individually negotiated 
refers to terms drafted in advance, where the consumer has therefore not been able to influence the substance of 
the term, particularly in the context of a pre-formulated standard contract. The annex of the Directive contains an 
indicative and non-exhaustive list of the terms which may be regarded as unfair and therefore is relevant to e-
contracts.
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Directive 1999/44/EC (Consumer Sales and Guarantees Directive)

The objective of the Directive 1999/44/EC   is the approximation of the laws, regulations and administrative 
provisions of the Member States on certain aspects of the sale of consumer goods and associated guarantees to 
ensure a uniform minimum level of consumer protection in the context of the internal market.  

Sellers must deliver goods to consumers in conformity with the contract of sale. Consumer goods are presumed 
according to Article 2(2) to be in conformity with the contract if they: 

comply with the description given by the seller and possess the qualities of the goods which the seller has held 
out to the consumer as a sample or model; 

are fit for any particular purpose for which the consumer requires them and which he made known to the seller 
at the time of conclusion of the contract and which the seller has accepted; 

are fit for the purposes for which goods of the same type are normally used; 

show the quality and performance which are normal in goods of the same type and which the consumer can 
reasonably expect, given the nature of the goods and taking into account any public statements on the specific 
characteristics of the goods made about them by the seller, the producer or his representative, particularly in 
advertising or on labelling.  

According to Article3, the seller shall be liable to the consumer for any lack of conformity that exists at the time the 
goods were delivered. In the case of a lack of conformity, the consumer shall be entitled to have the goods brought 
into conformity free of charge by repair or replacement, per paragraph 3, or to have an appropriate reduction made 
in the price or the contract rescinded concerning those goods, per paragraphs 5 and 6. Directive states in Article 4 
a right to redress, where the final seller is liable to the consumer because of a lack of conformity resulting from an 
act or omission by the producer, a previous seller in the same chain of contracts or any other intermediary, the final 
seller shall be entitled to pursue remedies against the person or persons liable in the contractual chain.  

Directive requires the EU member states to determine by national Law the person or persons liable against whom 
the final seller may pursue remedies, together with the relevant actions and conditions of exercise this norm has 
direct relevance to cross-border e-contract.  

New deal for Consumers Directive (EU) 2019/2161 (Omnibus Directive)

The objective of Directive (EU) 2019/2161   is the better enforcement and modernisation of EU consumer   
protection rules amending the existing EU instruments and bringing the existing rules in line with digital 
developments. The Directive amends the Unfair Contract Terms Directive 93/13/EEC, the Price Indication Directive 
98/6/EC, the Unfair Commercial Practices Directive 2005/29/EC, and the Consumer Rights Directive 2011/83/EU.  

According to Article7(1) it has to be transposed into the national Law of each member state by 28 November 2021 at 
the latest.  
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Article3(7) prohibits traders from providing search results in response to a consumer's online search query without 
clearly disclosing any paid advertisement or payment specifically for achieving a higher ranking of products within 
the search results. However, when the ranking of consumers' online search results has been altered, Article3(4) 
states, that general information, made available in a specific section of the online interface that is directly and 
easily accessible from the page where the query results are presented, on the main parameters determining the 
ranking of products presented to the consumer as a result of the search query and the relative importance of those 
parameters, as opposed to other parameters, shall be regarded as material. Article3(1) provides a new, technology-
neutral definition of an "online marketplace". Providers of online marketplaces should require according to 
Article3(4), third-party suppliers on the online marketplace to indicate their status as traders or non-traders for 
consumer protection law and to provide this information to the provider of an online marketplace. Consumers must 
be informed that, in the case of a contract with non-traders, EU consumer protection laws do not apply.  

Article 4(1) provides a new definition of "digital content" and "digital service" in line with definitions in Directive (EU) 
2019/770 (succeeded prior). Concerning e-contracts for the Supply of Digital Content and Digital Services digital 
content providers are now considered to be “continuous suppliers over a period of time”. Consumers shall therefore 
be granted a 14-day test period of the service and the ability to cancel the online contract within that period Article 
4(11). 

Digital content and digital services are often supplied online under contracts under which the consumer does not 
pay the price but provides personal data to the trader. Directive 2011/83/EU already applies to contracts for the 
supply of digital content which is not supplied on a tangible medium (i.e. supply of online digital content) 
regardless of whether the consumer pays the price in money or provides personal data. However, that Directive 
only applies to service contracts, including contracts for digital services, under which the consumer pays or 
undertakes to pay the price. Consequently, that Directive does not apply to contracts for digital services under 
which the consumer provides personal data to the trader without paying a price. Given their similarities and the 
interchangeability of paid digital services and digital services provided in exchange for personal data, they should 
be subject to the same rules under that Directive.  

The scope of the Consumer Rights Directive 2011/83/EU has been extended Article 4(4) to inform the consumer 
that the price was personalised based on automated decision-making.  

Directive 2019/2161 Article 2(1) inserts a new Article 6(a) into the Price Indication Directive 98/6/EC to prevent fake 
price reductions resulting from increasing prices just before announcing price reductions, any announcement 
made for a price reduction must now indicate the prior price of the product. The prior price of the product is the 
lowest price in the last 30 days before the price reduction. Annex I of the Unfair Commercial Practices Directive 
2005/29/EC has been amended by Directive 2019/2161 Article3(7), so that traders are prohibited from submitting 
fake consumer reviews or commissioning fake reviews or endorsements; as well as Article3(4) so that trader must 
ensure that the published reviews originate from consumers who have used or purchased the product, and related 
information has to be supplied.  

Following the new Regulation (EU) 2017/2394 on cooperation between national authorities responsible for the 
enforcement of consumer protection laws, the set criteria for the application of penalties in the earlier directives 
(Unfair Contract Terms Directive 93/13/EEC, Price Indication Directive 98/6/EC, Unfair Commercial Practices 
Directive 2005/29/EC, and the Consumer Rights Directive 2011/83/EU) has been amended by Directive 2019/2161 to 
be proportionate to "the nature, gravity, scale and duration of the infringement". (Article1, Article2(2), Article3(6), 
Article4(13)). Member States shall ensure that, when penalties are to be imposed per Article21 of Regulation (EU) 
2017/2394, they include the possibility either to impose fines through administrative procedures or to initiate legal 
proceedings for the imposition of fines, or both, the maximum amount of such fines being at least 4% of the seller's 
or supplier's annual turnover in the Member State concerned (Article 1(4), Article3(6), Article 4(13)) In the case of 
redress, Directive 2019/2161 has amended the Unfair Commercial Practices Directive 2005/29/EC and added 
Article11(a), Article3(5), so that consumers harmed by unfair commercial practices, shall have access to 
proportionate and effective remedies, including compensation for damage suffered by the consumer and, where 
relevant, a price reduction or the termination of the contract. Member States may determine the conditions for the 
application and effects of those remedies. Member States may take into account, where appropriate, the gravity 
and nature of the unfair commercial practice, the damage suffered by the consumer and other relevant 
circumstances. Directive 2019/2161 has amended the Unfair Commercial Practices Directive 2005/29/EC to ensure 
one single EU economic area for better national enforcement (Article 3(3)) to include as a misleading action, any 
marketing of a good, in one Member State, as being identical to a good marketed in other Member States (Dual 
Quality of Products), while that good has a significantly different composition or characteristics unless justified by 
legitimate and objective factors.  
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Directive 2009/22/EC (Injunctions Directive)

An injunction is an order granted by a court or an administrative body whereby qualified entities are required to 
perform or to refrain from performing a specific action. The injunctions directive (Directive 2009/22/EC   ) ensures 
the defence of collective interests of consumers in the internal market and relevant to contractual, commercial 
relations and dispute resolutions (including n the case of the out-of-court dispute resolution in the EU guided by 
Regulation 524/2013 see below) as well as e- and digital contracts. The Member States, therefore, shall designate 
the courts or administrative authorities competent to rule on proceedings commenced by qualified entities. It 
provides that all EU countries have in place injunction procedures for stopping infringements of EU consumer rights 
(as enumerated in the Annex to the Directive and transposed into national Law).
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Directive 98/6/EC (Price Indication Directive)

The objective of Directive 98/6/EC  is to stipulate indication of the selling price and the price per unit of 
measurement of products offered by traders to consumers to improve consumer information and to facilitate the 
comparison of prices.

Directive 2013/11/EU (consumer ADR)

EU  law  is  ensuring  the  availability  of  out-of-court  dispute  resolution  in  Directive 2013/11/EU    (Directive on 
consumer ADR). Alternative dispute resolution (ADR) means settling a complaint out of court with the assistance 
of an impartial dispute resolution body. Resolving consumer disputes this way is easier, faster and less expensive 
than going to court. Types of ADR are: Mediation, Conciliation, Ombudsmen, Arbitration, Complaints boards. 
Therefore, a large number of out of court bodies for most types of products or services exist across the EU

Regulation on consumer online dispute resolution (ODR)

In the case of the out-of-court resolution of disputes concerning contractual obligations stemming from online 
sales or service e-contracts between a consumer resident in the Union and a trader established in the Union 
through the intervention of an ADR entity listed under Article 20(2) of Directive 2013/11/EU, the Regulation (EU) No 
524/2013     (Regulation on consumer ODR) applies.  

The Commission developed an ODR platform as a single point of entry for consumers and traders seeking out-of-
court resolution of disputes. The ODR platform     allows to submission of a complaint online to an ADR body in any 
language of EU country. Usually, the process happens entirely online, takes about 90 days following the choice of 
ADR body, and is provided for free or for a nominal charge.  

Facilitating access to online dispute resolution does not apply to third countries therefore for now cannot be used 
in cross-border e-contracts dispute resolution outside the EU.

Increased market surveillance with the EU

Regulation (EU) 2019/1020    replaced the market surveillance provisions of Regulation (EC) No 765/2008 as of 16 
July 2021. One of the biggest innovations of Regulation 2019/1020 is the introduction of a sanctions system, 
including those applicable to online trading practices. National market surveillance authorities have the right to 
request the removal of information on the product in question from online trading or information platforms. To fulfil 
such control measures Regulation 2019/1020 requires the Member States to organise and conduct market 
surveillance, by independent market surveillance supervisory bodies (Market Surveillance Authorities).
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The Regulation also requires the EU Member States to develop a National Market Surveillance Strategy (NMSS) The 
first timeline for NMSS strategies development and publication would be 16 June 2022. These future strategies 
should suggest, inclusive, integrated and gradual approach to market surveillance enforcement of harmonised EU 
legislation in each EU Member States. Regulation (EU) 2019/1020 also aims to boost EU market surveillance 
information system (ICSMS)    available across all EU member-states but not readily used by consumers to report 
unsafe or dangerous products directly and anonymously to the relevant competent authorities. 

 National Market Surveillance Authorities will have enhanced powers to enable 
surveillance of the market for products falling within the scope of harmonised EU legislation in domestic EU 
markets including but not limited by e-commerce and e-trade. Such ongoing development, no doubt, will also have 
an effect on cross-border trade less so within the EU countries and arguably more so on the cross-border trade and 
related transactions with external economic agents.

effect on online  
e-commerce and e-trade
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e-commerce e-trade and e-business data and standardisation

For example: 

You may purchase a phone on a website or online marketplace as a consumer. The actual purchase and most 
likely the payment as well are performed through internet website(s). Once order and payment are received, it 
triggers a series of messages to other actors on the supply chain such as a shipping instruction to the 
warehouse, a reservation of transport with a freight forwarder, and those other actors on the supply chain may 
also need to send messages to other actors such as detailed export/import declarations / other regulatory 
declarations. These subsequent messages, if electronic, would be machine-readable (computer-to-computer). 

There can be some discrepancy in definitions of e-commerce between WTO, WCO, and UN CEFACT, yet if e-
commerce as a commercial transaction between a buyer and seller initiated on an online platform, these two 
parties of e-contract could be either economic operators (companies) or direct consumers. If one looks down on 
the nature of the online data interchange of e-commerce, one may see computer-to-computer interaction that in 
turn would be considered e-business exchanges as the online purchase of a product will often trigger a cascade of 
e-business data transactions. Therefore, there is a call to develop new standards for e-commerce. Some standard 
procedures in e-commerce would be beneficial. Those may cover online retail websites, marketplaces, payments 
and postal services. 

 E-commerce triggered online sales will result in traditional 
computer-to-computer exchanges of information. Perhaps some new elements need to be taken into 
consideration in these messages, but it does not seem necessary to start from scratch.  

 

.
However, as far as electronic message exchange standards are concerned, these should be 

covered by existing electronic business standards

Trade Data
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It may sound a surprise for some, but there are thousands of documents involved in cross-border trade. A great 
deal of those reflects national laws, trade habits, quality and product assurance requirements etc. With 
digitisation, all this body of document tends to become e-documents, many of which have attributes of the 
contracts (discussed prior). Hereafter I shall present only the intersection of those trade-related documents based 
on United Nations rules for Electronic Data Interchange for Administration, Commerce and Transport (UN/
EDIFACT), retaining classification and methodology     used by EDIFACT the following set of internationally agreed 
electronic trade-related documents and interchange of structured data

Documents and 
datasets involved in 
cross-border trade

Cross-Industry Invoice  

Cross-Industry Delivery (CCBDA)  

Cross-Industry Catalogue 

Cross-Industry Quotation  

Cross-Industry Remittance Advice 

Cross-Industry Scheduling 

in Supply Chain Management 

Cross-Industry Ordering Process  

Cross-Industry Export Packing List  

Material Safety Data Sheet Details (MSDS) 

Road Consignment Note (eCMR)  

Verified Gross Mass (VERMAS)  

Unique Consignment Reference (UCR)  

Dangerous Goods Declaration (DGD),  

Consignment Security Declaration (CSD)

International Forwarding and Transfer  

Multimodal Booking forms  

Multimodal Shipping Instruction  

Multimodal Waybill  

Multimodal Status Report / Request 

Maritime Bill of Lading (B/L)  

Inland Waterway Bill

Rail CIM-SMGS (URL)  

Rail SMGS  

Rail Wagon List 

Air Waybill (AWB)  

Air Dangerous Goods Declaration  

Air Consignment Security Declaration 

Smart Containers  

Pipeline Data Exchange Standard (PDES)  

IMO FAL Compendium  

Unique Consignment Reference (UCR) 

in Transport and Logistics

Certificate of Origin (CO)  

Animal Traceability (BRS)

BSP eQuality  

Electronic SPS Certificate (eCERT)  

Rapid Alert System for Food and Feed (RASFF)  

Electronic Data Exchange Proxy  

Electronic Animal Passport (Cattle Registration 
Information Exchange)  

Electronic Laboratory Observation Reporting 
(eLabs) 

Fisheries Language for Universal eXchange (FLUX)  

Crop Data Sheet Process (eDAPLOS)  

Traceability of Primary Natural Products  

Electronic Crop Report (eCROP)  

Proxy Messages 

in Food & Agriculture
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Entry Message Details  

Journal List Message Details  

Accounting Message Details 

Bundle Collection  

Chart of Accounts Message Details  

Journal Book Message Details  

Ledger 

in Accounting and Audit

Trial Balance  

Financial Reporting  

Accounting in Supply Chain Process

Small-scaled Lodging House Information Process  

Small-scaled Lodging House Reservation Information Process  

Small-scaled Lodging House Travel Product Information process 

in Travel and Tourism

Transboundary Movements of Waste documents  

Documents under National Member States Law and Waste Framework Directive (WFD)

in environment

Unique Consignment Reference (UCR)  

Entry summary declaration (ENS)  

Customs declaration with a super-reduced dataset  

Standard customs declaration for VAT and customs purposes (if the value of the consignment is more than €150) 

in e-commerce

e-Tendering  

Project Schedule and Cost Performance Management  

Electronic Agreement Templates and Process 

Legal Notice Publication  

Transfer of Digital Records  

Purchase Order Financing 

Other
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By no means the above list and grouping are complete or explicit. It is provided to underline the complexities of the 
task of organising and digitising e-documents involved in trade transactions it serious domains (agriculture, 
electric products, digital or medical goods) involve very different sets of required documents compliance and 
regulations addressing its complexity would be realistic without core data - / domain data -/ information exchange 
data - / modelling.
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EDI is a commonly used B2B e-commerce technology. It is the computer-to-computer exchange of business 
documents, such as purchase orders and e-invoices, in a standard electronic format often between CRM, ERP and 
other systems of business documents and data management. EDI is widely used by banks for automated payment 
systems. More complex applications include electronic bills of lading and complete interfaces between, for 
example, car manufacturers and parts suppliers, which depend entirely upon software to order, invoice and pay for 
goods.  But EDI cannot operate to any great extent without a common international standard    . 

 - The United Nations has developed a set of standards for EDI, known as 
EDIFACT (Electronic Data Interchange for Administration, Commerce and Transport). The standard is commonly 
used in Europe, but a different standard tends to be used in the US (an ANSI standard, known as EDI ASC X12). 
These standards set out the precise structure of particular messages, which enables EDI systems from different 
vendors to work together. Currently, organisations are working together on a unified global standard.  

International Chamber of Commerce (ICC), United Nations Commission on International Trade Law (UNCITRAL), 
Customs Co-operation Council (CCC) and World Customs Organization (WCO) have recommended to 
governments and organisations responsible for determining documentary requirements, that they undertake an 
update and overhaul of these requirements to allow for friction-free cross-border EDI. The Uniform Rules of 
Conduct for Interchange of Trade Data by Teletransmission (UNCID rules) set out key principles to be addressed in 
interchange agreements, such as data storage. The rules address trade based on TDI-AP (trade data interchange 
application protocol, that is, an interchange method based on international standards)  

European Commission published  a Recommendation on EDI, which includes a European model EDI agreement    . 
This has been used as a basis for standard agreements at a national level, such as the Standard Electronic Data 
Interchange Agreement (SIA) 

 - Different types of EDI exist and various strategies and approaches are used to enable EDI in across-
border trade. 

 - establishes a single connection between two business partners. In this approach, you 
connect with each business partner individually. It offers control for the business partners and is most commonly 
used between larger customers and suppliers with a lot of daily transactions. 

  - AS2 is an internet communications protocol that enables data to be transmitted securely over the 
Internet. EDI via AS2 delivers the functionality of EDI with the ubiquity of Internet access  

 - an alternative to the direct EDI model is an EDI Network Services Provider, which, before the Internet, was 
referred to as a Value-Added Network (VAN). Many businesses prefer this network model to shield them from the 
ongoing complexities of supporting the varying communication protocols required by different business partners  

-  FTP over VPN, SFTP and FTPS are commonly-used communication protocols for the 
exchange of EDI documents on the Internet. Any of these can be used to connect to business partners directly 
(Direct EDI) or via an EDI Network Services Provider.  

  -  it is now possible to conduct EDI using a standard Internet protocol. Organisations use different online 
forms to exchange information with business partners. Web EDI makes EDI easy and affordable for small- and 
medium-sized organisations and companies that have only occasional need to utilise such a service.  

  EDI has become standard b2b trading practice that can be included in e-contracts. However, more can 
be done to address unification of standards and cross-border enforceability of EDI. The EU is progressing with 
eIDAS Regulation and planned network of trust service-related Mutual Recognition Agreements MRA (non of MRA 
had been concluded by the EU with any 3rd country as of 2021) in the meantime, SIA interchange agreements will 
continue to be essential for EDI as well as other forms of b2b e-commerce.

via Point-to-Point EDI

via AS2

via VAN 

via FTP/VPN, SFTP, FTPS 

via web

EDI Standard interchange agreements

Types of EDI

Conclusions

Electronic Data 
Interchange (EDI)

https://unece.org/fileadmin/DAM/cefact/recommendations/rec26/rec26_1995_r1133rev1.pdf
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31994H0820:en:HTML 

https://unece.org/trade/uncefact/unedifact/part-2-chapter-1-introductory-note 99. 
100. 
101. 
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Sheer volume document involved in cross-border trade requires modelling, on the other hand, availability and 
quality of digital data in standardised and harmonised formats are critical for modern trade (conventional as well as 
e-commerce and e-trade), to customs clearance and to supply chains and logistical functioning. To deal with the 
complexities of cross-border trade, international organisations such as the UN, WTO, WCO, and large trading 
nations domestic bodies and thinktanks work on cross-border interoperability of a multitude of trade-related data 
and documents that collect and generalise those data (discussed above). Such objectives are best achieved by 
the deployment of modelling. We thereto shall look into the most relevant and influential models and discuss how if 
and when e-contracts are fitting in.  

High-level modelling is quite abstract and organises around business activities of Business Information Entities 
(BIEs)      and tries to standardise how those relate to one another, and to the real trade processes. Such models are 
called Reference Data Model (RDM), and by definition, those provide a standard means by which data may be 
described, categorised and also shared. An RDM can be employed whenever business information is being shared 
or exchanged amongst and between enterprises, governmental agencies, and/or other organisations in an open, 
worldwide environment.  

 a model has a pre-
defined structure and order, and every piece of data is labelled, making it easy to access. Such data is then stored 
in databases. Unstructured data does not follow any pre-defined structure, and its values are not labelled, no 
relationship between the data values is, therefore, identified (pure text, audio recordings, or scanned files). PDF 
and Word files are examples of unstructured. On the other hand, codified information is an integral part of data 
exchange in international business, whether this is on paper documents or electronic data exchange. The United 
Nations via UN/CEFACT and other international organisations (like ICC   ) devel

ations of 
 and LOCODE      are best known and used but there are tens of other codes specific to data sets.Incoterms      

op, maintain and publish several 
code lists used extensively in trade and business transactions. In cross-border b2b trade Abbrevi

Modelling requires structured data and leads to the codification of trade-related information

Trade data 
provenance models

https://iccwbo.org/resources-for-business/incoterms-rules/incoterms-2020/ 

https://www.unescap.org/sites/default/d8files/10%20-%20Glossary_1.pdf  
I

102.
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104. 
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nternational Chamber of Commerce 

https://unece.org/trade/cefact/unlocode-code-list-country-and-territory N/LOCODE, the United Nations Code for Trade and Transport Locations
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EU Customs Data Model

EU Customs Data Model (EUCDM) implements the Union Customs Code (UCC), aiming at a paperless and fully 
automated customs union The UCC entered into force on 1 May 2016 and is a key element of the ongoing actions to 
modernise EU customs. EUCDM provides a technical instrument and source of information for the different IT 
systems that are used for data processing by customs in the EU, namely NCTS (new computerised transit system), 
AES (automated export system), ICS (Import Control System) and stand-alone member States national systems. 
The backbone of the EUCDM is the data provided by traders to customs authorities through declarations and 
notifications. The data and format requirements and codes are defined in Annex B of the UCC-DA and of the UCC-
IA respectively. The EUCDM has global importance and achieves this by mapping Annex B to WCO to be fully 
compatible and to link data elements in the WCO Data Model that relates Customs needs and Economic Operators 
involved in e-trade and e-commerce/

WCO Data Model

To deal with trade data World Customs Organization (WCO) developed its Data Model that serves as a base for 
national and regional Customs Data Model (case for EU EUCDM). WCO Data Model has been developed as a 
compilation of clearly structured, harmonised, standardised and reusable sets of data definitions and electronic 
messages,  to  meet  operational  and  legal  requirements  of  cross-border regulatory agencies, including Customs. 
The WCO Data Model should be seen in the context of a specific business process such as import, export, transit, 
e-commerce, e-certification.  As  a  global standard,  the  WCO Data Model  has  been organised so that the complex 

102

103

104 105



nature of the data requirements for various cross-border procedures could be developed and understood in a 
simple, consistent and harmonised manner. Currently, the WCO Data Model contains 727 data elements     that 
support different data requirements for various Customs and border regulatory processes and systems, including 
the Single Window environment   . The relationship between the WCO Data Model and other policy datasets for 
specific business domains ensures that further development and maintenance of the model as an international 
technical standard are in line with, and driven by business needs and requirements. In addition, it helps ensure that 
all datasets developed and maintained by different working bodies are aligned with each other, specifically when 
the same data elements are used/reused in different policy datasets. It forms a technical dataset that is 
dynamically updated through an established Data Maintenance Request (DMR) mechanism.  

Normally, the WCO body responsible for managing an instrument/tool on a specific topic determines the data 
elements based on policy imperatives and business needs. Afterwards, those data elements are mapped to the 
WCO DM or a subset thereof to help translate the policy dataset into a technical standard to enable seamless data 
exchange. In cases where some of the data elements, which may be required for an existing or new business 
process, are not already available in the WCO DM, they can be added to the model through the established DMR 
mechanism.  

The WCO Data Model also includes Information Packages, which are subsets of the model that act as standard 
templates linked to a particular policy/legal requirement and business processes, such as the cargo declaration, 
the goods declaration, conveyance reporting, licences/permits, and certificates. The Information Package concept 
enables WCO Members to select and focus on a particular subset of the WCO DM that fits the purpose for a 
specific regulatory procedure, by deriving pertinent Information Package and translating it into a My Information 
Package (MIP), namely the national implementation of the WCO DM Information Package.  

Issues + common challenges relating to data requirements for various Customs and border clearance processes 
include redundancy, proprietary or bespoke standards, poor structure and definition, and fragmented or excessive 
data requirements.  

45

UN/CEFACT Data Model Family

UN/CEFACT is the United Nations Centre for Trade Facilitation and Electronic Business. It was established as an 
intergovernmental body of the United Nations Economic Commission for Europe in 1996 and evolved from UNECE's 
long tradition of work in trade facilitation which began in 1957.  

What is UN/CEFACT RDM? - Reference Data Model developed and used by UN/CEFACT is an abstract model that 
organises Business Information Entities (BIEs) and standardises how they relate to one another and the real world. 
The models provide a standard means by which data may be described, categorised and also shared. An RDM can 
be employed whenever business information is being shared or exchanged between enterprises, governmental 
agencies, and/or other organisations in an open, worldwide environment. UN/CEFACT has the following models  

Buy/Ship/Pay RDM 

Supply Chain RDM 

Multimodal Transport RDM 

the development, publishing, improving and maintenance of such RDM models enhance existing or create new 
standards to be used in the digitalisation of key documents accompanying goods along with trade, supply chains, 
and their logistics. If the data sets in model subjected documents are interoperable, it further allows for 
interoperability along cross-border transport and supply chains. The objective is not to impose solutions (any 
particular format or type of electronic documents) but to provide solutions for interoperability, including the use of 
such modern technologies and already discussed formats of machine-readable data such as XML, JSON, 
technologies as EDIs and APIs, which can be applied by in national and regional administrations as well as across 
industries.  

 

https://unttc.org/stream/electronic-trade-and-transport-documents-and-data

http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/data-model/
dm_technicalbrochure_en.pdf 

https://mag.wcoomd.org/magazine/wco-news-90/wco-data-model/ 

https://unece.org/DAM/cefact/brs/BuyShipPay_BRS_v1.0.pdf 
https://unece.org/DAM/cefact/cf_plenary/2017_Plenary ECE_TRADE_C_CEFACT_2017_11E__White_Paper_on_RDM_.pdf 

https://unece.org/DAM/cefact/cf_plenary/2017_Plenary ECE_TRADE_C_CEFACT_2017_11E__White_Paper_on_RDM_.pdf 
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Let's have a closer look at structure and relationship among a data e-document, e-forms and e-contract 
exchanged in the process of cross-border b2b trade operation.

https://joinup.ec.europa.eu/collection/semantic-interoperability-community-semic/practical-guide-using-egovernment-core-vocabularies112. 
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Source: BUY – SHIP – PAY Reference Data Model BSP-RDM  UN/CEFACT Version: 1.0

Figure 11 Buy/Ship/Pay UN/CEFACT Reference Data Model 

Creating data models using the Core Vocabularies 112

The information requirements are bound to actual elements with a given syntax during the syntax binding process. 
If standard syntax supports a conceptual data model, it is recommended to use the existing standard syntax 
maximally. If no standard syntax is available, then a new syntax element can be created.  

The process to create a syntax binding is:  

Choose a representation format: the information requirements can be implemented in different ways depending 
on the use case, for example:  

Choose standard syntax bindings and naming and design rules: there are several standard syntaxes, depending 
on the domain of the conceptual data model and the selected representation format. 

These standard syntaxes provide support for different domains such as transportation or procurement. In 
addition, for specific domains, other standard syntaxes exist, such as HL7 in the health domain, or XBRL for 
financial reporting.  

In addition to standard syntax bindings, naming and design rules (NDRs) are necessary to create the actual 
syntax. Some naming and design rules according for XSD Schemas creation are: 

In most cases, the selection of the standard syntax also indicates the naming and design rules that apply.

The Core Vocabularies use the 
UBL methodology. 

2.

1.

Use existing mappings where available: The Core Vocabularies guide the syntax binding process as they pre-
define a set of mappings to existing standard syntaxes. Currently, the following syntaxes have mappings to the 
Core Vocabularies:  

3.

XML Schema when creating an information exchange model or domain model;  

When creating an information exchange model or domain model, Linked Data (RDF), such as RDF/XML or 
JSON-LD.  

Data Definition Language (SQL) when creating a database.  



Core Vocabularies RDF Schemas;  

NIEM 3.0;  

Stelselcatalogus; 

UN/CEFACT CCL 13B; 

MUG- BII; 

OASIS UBL Common Library 2.1;

Core Vocabulary Identifier: The identifier of the Core Vocabulary term.  

 Relation: The type of relation with the Core Vocabulary.  

 Foreign identifier: The identifier of the data element in the standard syntax.  

 Foreign source: The name of the standard syntax.  

 Comment: The additional comment to describe the relationship.  

Filter the sheet selecting the chosen syntax in the Foreign source column.  

Use the Identifier to find the corresponding class, property or association.  

Use the Foreign identifier as the mapping.

KoSIT – XOV; 

Swedish Company data model; 

eIDAS minimum dataset; 

IMI Core Vocabulary 2.2; 

FSB Canonical Data Model PersonServices. 

https://joinup.ec.europa.eu/news/semiceu-opens-mapping-repos 113. 
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Use standard syntax where available: The information requirements that do not have a correspondence to a Core 
Vocabulary concept need to be mapped to the proper element in the standard syntax. 

Use the semantics of the standard syntax to identify the mapping.

4.

Mint new terms where needed: If an information requirement cannot be bound to the standard syntax, it will be 
necessary to mint new terms. 

If the representation format is XML, the standard syntax needs to extend to add new terms. New terms must be 
used to create a new schema, and this new schema shall be then used.  

 

5.

Create a specific schema (validation artefacts): The outcome of this step is a schema, a specification that 
defines the new syntax.

In summary, the Core Vocabularies help the implementers provide an appropriate mapping of the core concepts, 
which implies improving the interoperability of the conceptual data model, and leads to consistent use of 
standard syntaxes.

6.

These mappings are available Core Vocabulary  . These pre-defined mappings consistently map the same 
concepts to the same syntax elements across projects and domains.  

Identify the classes, properties and associations in the conceptual data model that refer to a Core Vocabulary 
identifier. 

Select the sheet "Mappings" from the Core Vocabulary spreadsheet. This sheet has the following information:  

XML Schemas: Standardization Definition Organisations (SDOs) provide validation artefacts for their standard 
syntaxes, following pre-defined XML Naming and Design Rules (NDR). XSD Schema is the main type of 
validation artefact provided by SDOs. They validate that a particular XML document instance fulfils the 
structural and type constraints defined by the standard. Using the syntax binding process, additional 
constraints apply, on top of the standard restrictions. Developers must create additional validation artefacts 
to allow users to verify that instances fulfil the new data model restrictions. The validation artefacts can be 
created using different technologies:  

Restricted XSD Schema. An XSD schema is restricted to the elements and attributes from the standard 
syntax used for the new data model.  

Schematron validation file. An artefact that checks for required data elements from the new model and 
ensures no elements do not belong to the data model.  

RDF Schemas: Unlike XML, RDF Schema is intended for definition, and not for validation purposes. SHACL is 
appropriate for validation.  

Data Definition Language (SQL): The end product for a relational database representation is an SQL Data 
Definition Language (DDL) script that can be run to create a relational database structure that meets the 
information requirements and chosen syntax. Organisations use their database engineering methodologies, 
using logical data model design and naming conventions. 
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On the importance of modelling

Global conflicts of interest and differences in approaches to cross-border e-commerce 

Commodities traded via e-commerce channels tend to be divided into digital commodities and non-digital 
commodities using electronic transmission as the medium. Articles of information technology, such as books, 
software, digital music and films may be delivered by electronic means over the Internet.  

Digital commodities, therefore, are grouped into four categories in WTO negotiations:  

 

  (2) music;  

  (3) software;  

  (4) audio recordings and video, computers, and entertainment programs.  

  (2) what is transmitted and exchanged is information instead of manufactured products  

  (3) what is electronically transmitted is personalised rather than standardised products  

  (4) digital information does not rely on a physical or tangible form  

  (1) TV and film;  

Under the WTO rules, the General Agreement on Trade in Services (GATS) applies to electronic transmissions under 
rules applying to electronic commerce while General Agreement on Tariffs and Trade [[GATT]] applies to 
commodities transported in physical form. The classification is still somewhat mixed because commodities for 
which contracts are concluded on the Internet, but delivery is made in physical form, are still subject to the GATT.  

This classification is increasingly seen as a dynamic one as technological progress is likely to change the scope of 
products originally defined under the GATS and GATT. Following a discussion about the rules applicable to non-
digital commodities, digitally delivered content products included in digital commodities warrant some clarification: 
is information content that was previously transacted in physical form, but can now simply be downloaded from the 
Internet, be subject to the GATT or GATS?  

During decade long discussions, some WTO member states (including the EU countries) classified digitally 
delivered content products as services because:  

  (1) the GATS is technology-neutral  

Major and critical for e-commerce matters is the difference of GATS from GATT, is that being classified as the GATS 
does not grant free-market admission. An important feature of the GATS is that each WTO member has declared its 
acceptable scope of specific obligations in its 'permissive import list'. The GATS, by which digitally delivered 
content products are governed, is more favourable to the EU and developing countries, including China, because it 
offers a mechanism for developing countries to request commitments in certain domains as the condition for 
accepting service liberalisation, and to be able to seek better market access conditions for their interest. This 
viewpoint is contradicted in WTO by the US still by far global leader in e-commerce, albeit probably not as much in 
trust services and eID.  

Yet, some countries with rapid developments in electronic commerce are calling for the establishment of a basic 
international legal framework. It is hard to reach a consensus on significant issues even at the level of defining 
digital commodities subjected to GATS or GATT classifications, therefore due to the overall imbalance in the rate of 
electronic commerce development across nations and their respective interests World Trade Organization had 
slowed its progress on international legislation for e-commerce, with the consultations renewed only in the second 
half of 2021    . 

114. https://www.wto.org/english/news_e/news21_e/ecom_10nov21_e.htm

Role of WTO

The World Trade Organization (WTO) is the largest international economic organisation in the world. It is an 
intergovernmental organisation that deals with the rules of trade between nations. 

The main purpose of international trade regulation is to avoid or reduce trade barriers caused by national laws. 
Trade  barriers  are  generally  caused  by customs, tariffs and corresponding costs, but non-tariff trade barriers also 
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play an important role. With the decline in tariff rates, the importance of non-tariff obstructions increases. WTO 
also provides a dispute settlement mechanism to enforce the agreements and help Member countries to adhere to 
the agreements of the WTO. Members of the WTO must resolve any trade conflicts under the dispute settlement 
mechanism to discourage/stop Members from taking a unilateral retaliatory measure against any other member.  

Despite the progress of cross-border e-trade and e-commerce at the WTO/WCO/ international level, nations and 
regions still have different systems and standards, discrepancies relating to the identification and authentication 
of electronic exchange records and the definitions of ‘electronic signature’ provided by the legislation of the EU 
(eIDAS), China (China’s Electronic Signature Law) and USA (ESIGN Act - US) are quite different. The disparity of 
domestic cross-border electronic commerce rules in these major world centres leads to difficulties in enacting 
coherent and unified international e-commerce, eID and Trust Services legislation.  

To promote the development of cross-border interactions in digital formats, it is therefore essential to improve 
domestic laws relating to those subjects based on an international legal framework and standards. Cross-border e-
commerce faces many challenges, such as IP rights, transaction security, privacy and jurisdiction disputes, and 
formats and standards of e-signatures e-seals and e-contracts. The WTO Trade Facilitation Agreement commits 
countries to the development and implementation of Single Windows  . A single window is a trade facilitative 
measure and defined as a facility that allows parties involved in trade and transport to lodge standardised 
information and documents with a single entry point to fulfil all import, export, and transit related-related 
regulatory requirements    .  

Other international organisations, such as World Customs Organization (WCO) United Nations Commission on 
International Trade Law (UNCITRAL) and the Organisation for Economic Co-operation and Development (OECD), 
have also released guidelines and policy suggestions aimed at promoting cross-border electronic trade.  

http://www.unece.org/cefact/recommendations/rec33/rec33_ecetrd352_e.pdf  

http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/single-window/compendium/
swcompendiumvol1parti.pdf    

 

  United Nations Economic Commission for Europe Recommendation on Establishing a Single Window Recommendation 33, ECE/TRADE/352 

 https://uncitral.un.org/en/about/faq/mandate_composition/history 
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Role of UNCITRAL

The UNCITRAL Model Law on Electronic Commerce and the UN Model Law on Electronic Signatures, provide the 
general framework for the validity and enforcement of electronic contracts.  

United Nations Commission on International Trade Law (UNCITRAL)    is NOT a part of the World Trade Organization 
(WTO). The issues dealt with by the WTO and UNCITRAL are different. The WTO deals with trade policy issues, such 
as trade liberalisation, abolition of trade barriers, unfair trade practices or other similar issues usually related to 
public Law, whereas UNCITRAL deals with the laws applicable to private parties in international transactions.  

In 1996, the Model Law on Electronic Commerce, drafted by UNCITRAL, was officially approved.  

This model law applies to commercial transactions conducted in the form of data messages. It systematically lays 
down the general principles of electronic commerce and the rules for data message exchanges. Further, it has 
standardised important issues, such as the effectiveness, delivery of the time and place for sending and receiving 
data messages, attribution and legal recognition of data messages. The Model Law, recommended by UNCITRAL to 
each country/region, is intended to harmonise the legislation in each country/region by clarifying basic principles 
and key issues on legislation for cross-border electronic commerce. Although the Model Law itself is not legally 
binding, it serves as a useful reference for the electronic commerce legislation and practice of each nation/region. 
Certain clauses of the Model Law have been formally passed in many nations/regions.  

 Of relevance in this regard can be the 2005 Convention on the Use of Electronic Communications in International 
Contracts that aimed at 'accelerating the use of E-communication in international trade through guaranteeing that 
the contract established by communication through electron exchange has the same effect and enforceability 
with those of traditional paper contract'.8 This Convention enables each nation/region to amend and update the 
clauses in the Model Law according to the current international practices to strengthen the unification of rules for 
international electronic commerce. Those affected by this Convention are not limited to the signatory countries. 

The UNCITRAL had been cooperating closely with the World Customs Organization (WCO) and the United Nations 
Centre for Trade Facilitation and Electronic Business (UN/CEFACT), and participated in studying legal issues 
involving the implementation of cross-border single window facilities, in formulating international legal reference 
documents on establishing and managing a single window.
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To clarify specific standards on the effectiveness of electronic signatures and data messages in electronic 
commerce, UNCITRAL also issued the Model Law on Electronic Signatures and the Convention on the Use of 
Electronic Communications in International Contracts in 2001 and 2005 respectively. Based on common basic 
principles embodied in all the electronic commerce rules of UNCITRAL, the Model Law on Electronic Signatures 
provides the basic legal framework of electronic signatures, that is, the principles of non-discrimination, 
technology neutrality and functional equality, thereby clarifying the legal status of electronic signatures and 
promoting the use of electronic signatures worldwide. In conclusion, it is safe to say that UNICTRAL model laws 
provided a framework and policy for the e-contract that by now have acquired a place in the contract laws of every 
nation worldwide.
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http://www.wcoomd.org/en/media/newsroom/2014/august/wco-publishes-performance-measurement-contracts-guide.aspx 
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/activities-and-programmes/ecommerce/wco-framework-of-

standards-on-crossborder-ecommerce_en.pdf?db=web 
OECD Recommendation of the Council on Consumer Protection in E-Commerce 2016 
Unpacking E-commerce: Business Models, Trends and Policies

Role of WCO

                  

     

The border is seen by some as a barrier and impediment to trade, but by others as a national asset and a source of 
revenue. Customs and other border agencies play a crucial role in the flow and taxation of e-commerce and general 
trade, to  reconcile often conflicting objectives  we  have World  Customs  Organization (WCO). WCO lately 
endorsed a strategy to secure the legitimate movement of global e-commerce trade with minimum intervention. To 
this end, this ‘Framework of Standards on cross-border e-commerce’ is developed with the expectation that WCO 
Members will adopt these standards and practices that are based on mutual trust, communication, collaboration 
and an understanding of the benefits for all stakeholders, bearing in mind that whilst accommodating this new 
trade, current business processes should not be overlooked. Facilitation should be provided for cross-border e-
commerce without compromising a level playing field with traditional trade.  

The WCO is uniquely positioned to coordinate the global effort to facilitate legitimate cross-border e-commerce. 
The organisation has the membership and thus the participation of Customs and other relevant government 
agencies representing over 99% of global trade.    

Customs administrations have important powers that exist nowhere else in government- the authority to inspect 
cargo and goods shipped into, through and out of a country. Customs also have the authority to expedite entry, 
refuse entry or exit, and re-export and refund duties and/or taxes. Customs administrations require information 
about imported goods and often require information about exported goods. They can, with appropriate legislation, 
require that information be provided electronically in advance by the various e-commerce stakeholders, 
maintaining a level-playing field for relevant stakeholders. To deal with the data, WCO created Data Model 
(discussed in the modelling section) in 201 WCO developed a cross-border e-commerce framework and set of 
related standards relevant to Customs and trading platforms and e-commerce fulfilment centres. WCO is 
cooperating closely with let later and with UPU to ensure already discussed machine-readable and automated 
flaws of trade-related information .

Role of OECD

The Organization for Economic Co-operation and Development (OECD) regularly issuing policies and 
recommendations on e-commerce 

At the early stages of e-commerce development, OECD had urged its member states not to strangle technological 
innovations and market development by introducing excessively stringent management. Yet as discussed above, 
many OECD member states have regulations that limit market access, whereas the development of e-commerce 
largely lies in full-scale competition in the trading market. The concern is that countries presently limited by market 
access may never catch up with other countries in digital technology and e-commerce ecosystems, which will 
further widen the disparities between countries. The OECD paid attention to consumer protection and taxation of 
e-commerce.  

After examining the relevant legal systems of common and continental laws, and analysing conflicts of interest in 
the business rules related to cross-border electronic commerce between the US and the EU, one may conclude 
that to promote the development of cross-border electronic commerce, domestic privacy and data protection laws 
relating to electronic commerce must be improved, based on an international legal framework designed to increase 
the predictability and certainty in business activities.  
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Counterfeit

In addition to the major transformative benefits of e-trade and e-commerce, it also should be noted that it is 
becoming a platform for some illicit products, other popular fake goods. The growing popularity of e-commerce has 
been used by counterfeiters, who are increasingly using e-commerce to sell fake items to consumers, some of 
whom purchase the items thinking they are genuine, while others actively seek out low-priced fakes. 
Counterfeiters misuse logistical solutions such as e-commerce and exploit market gaps lacking effective 
enforcement practices in, for instance in areas such as conformity assessment of industrial products, PI rights 
protections and postal services. Worry-some, development is that e-commerce is also becoming a platform for 
transacting fake and substandard medicines, Covid and other medical test kits, protective equipment and 
counterfeits in the EU countries. The pandemic has intensified the problem: criminal networks have reacted quickly 
to the crisis and adapted their strategies to take advantage of the shifting landscape. OECD reports      on misuse of    
e-commerce for trade in counterfeits provide robust evidence of the significant volume of counterfeiting and piracy 
in global trade networks provide robust evidence and documents with the threat to the domestic EU business 
efficiency and consumer well-being.  

OECD studies established the link between e-commerce and illicit trade in counterfeits that supported by 
quantitative analysis, which examines the relationship between e-commerce and the number and value of customs 
seizures of counterfeit goods during 2017-19. The analysis finds that the relationship becomes stronger when 
indicators of illicit trade in counterfeits misusing small parcels are included; this suggests that illicit goods 
purchased via e-commerce are often shipped via small parcels, using postal services in particular.  

A case study of the European Union presented in the above OECD review, provides further insights into the 
situation. The data show that 91% of detentions of counterfeits linked to e-commerce involved the postal service. 
In contrast, the post was involved in only 45% of the detentions of counterfeits not linked to e-commerce. In terms 
of value, the data show that 82% of detentions linked to e-commerce involved the post, compared to only 9% for 
other counterfeits. Concerning provenance, China's share of the total was higher in the case of counterfeits linked 
to e-commerce (76% vs. 46% of the total number of detentions).  

The EU detentions of counterfeits linked to e-commerce included a broad range of products, led by  

footwear (34% of total detentions), clothing (17%), perfumes and cosmetics (10%), leather articles (9%), electrical 
machinery and equipment (7%), toys (6%) and watches (5%).  

Counterfeit sellers have flourished in e-commerce markets, as it is relatively easy to set up sites that sell 
counterfeit items. Moreover, they continue to find new ways to infiltrate trusted platforms with their counterfeit 
products. Law enforcement is actively engaged in identifying and closing down fraudulent sites and working with 
major platform operators and brand owners to target sales of counterfeits, but the problem remains significant and 
is growing.  
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The world is rapidly changing, paper-based document exchange is not meeting requirements, especially in the area 
of e-commerce, trade, and is in the process of being phased out. The explosive development of e-commerce 
brought about trillions of new transactions annually. Each transaction, either b2b or b2c involves tens of 
documents with hundreds of data points to be exchanged along logistic and supply chains, with taxes and duties, 
bank payments, logistic instructions, phytosanitary, and other legal requirements be met. All that is only possible 
with a high level of automation, machine-readable data and e-documents interchange while preserving data 
integrity and in many cases privacy.     

The development of e-commerce and related increase in volumes of e-contracts is unprecedented and would not 
have happened without new digital ICTs and automated data interchange technologies. Regulatory field and 
requirement concerting export-import declaration, taxation, non-tariff trade barriers etc. have to be accounted for 
and followed of every transaction. Therefore, technologies and standards of e-contracts / e-document 
interchange are under pressure from both sides, from regulatory and from business, to provide new cost-effective 
and expedient processes for cross-border e-commerce, supply chains management and logistics.  

One can clearly distinguish between b2b and b2c trade data relented trade patterns and requirements conducted 
with the already high level of automation (like EDI IoT and Supply chain data management solution). The global Rise 
of marketplaces came about as the result of such sophisticated data processing technologies. For SMEs, archived 
productivity gains had happened via simple tools like e-mails and other semi-automated already digital but not 
quite yet machine-readable processes. SMEs became dependent on highly automated marketplaces and logistic 
services and yet  95%+ of their back-office "paperwork" trade transactions are at the best standardised but not 
automated procedures where humans, most of the time, play a technical role ensuring semantic and logical 
cohesion, whilst often re-typing  data and manually transferring information between ICT systems, introducing 
human errors and sometimes inflicting corruption.  

 Each e-commerce transaction done by humans 
triggers a cascade of e-documents and data interchanges. For now, we are still struggling to automate this 
process, trying to achieve a better automated downstream cascade of legally and execution required e-
documents, e-forms, and data interchanges request needed to close a transaction successfully but also 
expediently. The ongoing drive to efficiency means that more and more processes are validated automatically and 
underplaying code may be difficult to understand even for technically savvy professionals. The risk is that we may 
struggle to retain control over the underlying automated processes. Alternative can be the generation of machine 
AND human-readable e-documents / e-contracts that while facilitates re-engineering of exiting semi-automated 
business process, combining technologies for machine-readable data (XML, JSON, others), with ICTs and 
information exchange technologies (API, EDI, DLT, IoT) also allow humans to retain some form of control and 
understanding and possible create such e-contract without deep software programming knowledge and expertise. 

Emerging cases of machine-readable Laws (MRL)  , highlight the 
possible direction for e-contracts development, towards self-executing digital contracts, with build-in machine-
readable information interchange interfaces. Does it sound fictional and not realistic? Just bear in mind that self-
execution is already at the core of logistical supply chain automation, when parcels/good tracking is happening 
seemliness without human involvement, another example can be trade on smart digital currency contracts that 
conduct billions of specialised trades every month. Yet at the critical stages of automation halts and requires 
human input (in cases of even minor legal compliance requirements or interaction with real tasks). It may begin to 
change as digital contracts (see smart contracts section) can be programmed to self-execute certain steps, 
especially if the law permits it. So processes like insurance, tax or import duty, can be paid automatically utilising 
programmed instructions described in the digital contract or systems.  Automation may be objected to on the 
grounds of privacy, state surveillance and human free will, but those subjects are not covered here. 

Technical prospective 

Efficiency gains require more machine-readable processes.

Automated execution of digital contracts 

Conclusions
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 Some types of automated contract execution are likely to require input data to trigger 
programmed sequences of output documents/payments/actions. For now, humans 9 at some jobs) are serving as 
transmitting interfaces gathering, evaluating and resubmitting data from numerous non-connected devices (driver 
decides to refuel the vehicle once informed about it by the vehicle). It is beginning to change with "smart" 
connected sensor technologies that are increasingly capable of sending and validating data 27/7/365. These are 
quite uncharted waters, but the Rise of automation and global connectivity (4-5G networks) is intrinsically linked 
with the development of electronic digital and smart contracts.  

 – for e-contract to be digital is no longer sufficient 
to be sent via e-mail or stored as PDF. Digital e-contract increasingly means to be digitally signed with e-signatures 
/ e-seals by multiple parties, with time stamp and recorded logs of each involved party in the contract, when the 
integrity of contract content is ensured by cryptography / hashing, and non-repudiation of signing parties e-
signatures. In this domain, the EU can be seen as a global leader who is setting the requirements to e-signature and 
other trust services via eIDAS and related ETSI standards. The EU eIDAS regulation had first introduced qualify e-
signature (QES) that set technical requirements and standards that allowed e-signature to be deemed as 
equivalence to handwritten signature not just by the Law order but also via a thought-through technological 
solution that provides signed data integrity and singing parties validity, will and non-repudiation. On the global 
scale, such vision is still in the presses of being spread in countries and legal systems outside of the EU, an 
overview of trust services global acceptance can be found in ETSI TR 119 460 . Such drive towards high technical 
standards, no doubt, is positive for the security and reputation of trust services and intrinsically links those to e-
contracts which are increasingly seen as the end product of the application of eIDAS invented trust services. The 
means of e-signature (AdES, QES), e-seal, and timestamp usage in e-contracts became mainstream and in turn, 
reinforces information security standards of middleware (cryptographic functions), hardware (e-signature creation 
and storage(QSCD) and Hardware Security Module (HSM)) and software.  

The security updates of trust services and e-contracts infrastructure are complex and may include software and 
cryptographic middleware and hardware updates. Therefore, for instance, update in US Cryptographic Module 
Validation Program CMVP concerting with government computer security standards used to approve 
cryptographic modules FIPS140-2 being updated to FIPS140-3 affects all ecosystems of e-contracts and trust 
services beyond the US. This is just one of many examples of how technological advances and thereafter required 
security updates are constancy affecting trust services and thereafter e-contract ecosystems. We shall discuss 
user perspectives on such an ever-changing environment separately, point to make is that technological 
development that created digital e-contracts in the first place is also continuously challenging its security. 

- one of the evolutionary transformations of e-contract is digital and smart 
contracts based on distributed ledger technologies (including block-chain). It has possible nontrivial implications 
for so far dominant centralised models of trust formation and data processing. Decentralised technological 
solutions, probably the first time in human history, can challenge any intermediary and even State role as an arbiter 
in rules setting. In DLT based smart contract in combination with self-execution, it may also make redundant 
trusted 3rd parties like banks. Ledger also potentially can be seen as a candidate to become a trusted service 
without the central point of top-level trust (like CA in PKI) 

It is challenging to summaries legal development in e-contracts as it happens in quite diverse legal systems, 
different economic and cultural settings. However, the following points still can be generalised a) there would be 
more electronic and digital contracts and b) there would be more automation and technology penetration into the 
legal domain.    

There are many legal challenges faced by contracting parties when it comes to e-contracts. Some of the traditional 
legal issues are: choice of Law, jurisdiction, consent, time of acceptance and non-negotiable terms and conditions 
by parties but there are also growing field of new issues e-signature and e-seal validation, especially in cross-
boarders e-contract or when if e-signature is stored apart form the signed e-document, formats of e-contracts 
that are self-executing smart and digital contracts, structure and integrity, editability and structure of such 
contracts, crypto-assets and derivatives related digital and smart e-contracts, usage of Controlled Natural 
Language (CNL) and techniques to markup contract text for it to be both machine and human-readable etc. Let's 
have a closer look.  

Rise of IoT technologies.

Information security and documents integrity requirements

Centralised vs decentralised 

Legal prospective  
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From a legal perspective e-contracts, development in common Law is rather different from the continental codex-
based EU legal system. While common Law is leaving technical means to the market forces, this can summarise the 
strategy. The EU, on the contrary, formed, pursues and refines (via directives, regulations and standards) particular 
vision on data protection (GDPR),  means of remote and online identification (eIDAS) on online payments 
(PSD>PSD-2) on Consumers protection (Directive 770, Directive 771, others), on Digital Services and Digital markets 
in the EU (via forthcoming Digital Services Act and Digital Markets Act). All mentioned above are incorporated in e-
contracts and shape their future in Europe and possibly globally. Those regulatory frameworks, especially on e-
signature and other trust services, should be promoted and popularised in the EU Member States and globally, 
especially among SMEs, so that individuals involved may understand and deploy e-commerce and e-contracts 
frameworks to improve the productivity and competitiveness of participating businesses especially SMEs. 

 – Data is perceived to be a new oil 
for the digital economy, and while it is still discussed, consumers of digital products (apps, audiovisual content, GIS 
services etc) are offered such products in exchange for data. E-contract at such terms may be more complex due 
to requirements to meet data protection regulations (GDPR in the EU).  

 (instead of bi-lateral). Rise of marketplaces is 
changing the way SMEs conduct their business online, therefore, e-contracts are changing to reflect on that and 
three-point e-contracts in the EU will soon include buyer-seller AND platform (marketplace). Already discussed 
growing monopolies of marketplaces, and increased role or regulator. Such changes are affecting e-commerce 
contracts and already for instance changed tax regime liabilities for cross-border e-commerce deliveries 
(marketplace in the EU became VAT tax and other export duties agents for the products sold via platforms even if a 
seller is 3rd party to the platform)     

 Machine-readable Laws and smart and digital contracts indicate trend on merging 
of technological and legal spheres (already discussed in tech section) from legal perspective; however, it may 
signify the beginning of a large transformation of Law into being both human AND machine-readable. Such changes 
may be test implemented exactly in tax and trade-related regulations as those require quite technical execution, 
improvement of its performance may increase revenue reduce administrative burdensome and eradicate 
corruption.

e-contracts on digital content and products in b2c in exchange for users data

e-commerce contracts are becoming increasingly three-lateral

Smart and digital e-contracts


